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Abstract
This thesis focuses on securing some protection aspects of cotnmutrication in different network models.
For the poplrlar SINR modcl, different algorithms are presenterl for blocking the wire]ess signal at
sorrre chosen fragtnertts of space, cal\ed restricted aleas, usirrg t}re protectiue jarrtm,ing. T}ris approac}r

utilizes jamming stations, which generate interference that floods the restricted areas, blocking the
signal of the network being protecied. The algorithms are designed to maximizc tlre couerage of the
tretwork - the value tlrat a]Iows measuring the negative impact of jamming orr the network reception
zones outside of restricted areas. Moreover, as the secondary goal, they target minirnizing ellergy
usage by the jarrrming networks. The so]utions for tliis problem are presented fbr 1D ancl 2D versions
of the network model.

Irr tlre lD SINR part, tlre thesis presents mrrltiple algorithrns for thc rrniforrrr network tnoclel,
wlrerein all statiorrs trarrsmit with tlre salne power. Two basic algorit}rnrs apply a positioning scheme
for the restricted area represented by one or two barrier poirrts but with some limited guarantees
about the coverage effectiveness of thc so]rrtion. The precise positioning algorithm is a]so described,
w}ric}r applies the procedure wit}r a potentially }rig}r rrurtibel of itelations to place the jarrrrrrirrg statiorts
but guarantees almost perfect coverage of the solution. For the lD non-uniform model, there are two
algorithrns. Onc is based on single-sidc janrming with a high-powcr jamnring station. T}re second
one utilizes the noisy-dust strategy to position many jamming stations with relatively small power -

effectively floodirrg the restricted area with interference. This algorithm has the property that with
the decrease of jamming station power ancl increase of their number, the overal] energy utilization
converges to zero. A variarrt of the noisy algorithm is presented, which simplifies the positioning
scheme but itlcrcases elleTgy utilization.

The t}resis defines particular types of restricted areas for t}re 2D SINR rrrode], w}rerein the problerrr
complexity increases substantially, For the unifbrm 2D networks, an algorithm is presented that allows
for jamming the restricted areas srtrrortnding the spaces shaped as convex polygons. It prcscnts how
to utilize this algorit}rrn for t}re area§ sulrourrdirrg circular s}rapes arrd t}re experirrterttal analysis of its
effectiveness. The noisy-dust exterrsion is presented for the non-uniform model, wherein stations with
small powers are positioned inside thc hexagonal grid, tiling tlre rcstricted arcas. Thc algorithn slrows
its 1D version property of reducirrg the overall energy usage of the jamming network rvith a decrease
irr the jamming stations' powers, arbitrarily close to zero, Coverage, lneasured experimerrtally, also
shows the high effectiveness of tlris algorithm.

The thesis investigates the problem of hiding the number of stations executing some types of
prcltocols for tlre single-hop rretworks in the beepiug model, The si,ze-h,iding property is clefined,
based on the popular cli,ffererttial pr,,iuacg, along with the univelsal algorithrrr, w}rich carr be used as
a pre-processirrg step fbr chosen types of protocols, The limitations of this trniversal algorithm are
discrrssed and compared with thc size-hiding properties of an algorithm from the literatrrre,

T}re afbrerrrerltiorred problem is gerreralized in tlre last part of tłre tłresis, whereirr prelimiriary
studies for hiding network details and executed algorithms facing an adversary observing the execution
in a mu]ti-hop network are prescntcd. We present an extensive taxonomy of the considered model,
including the capabilities of the adversary and network configurations. We also presented two general
algclrithms for chosen mode} settings.
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