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The parable of the master, the apprentice, and the clay

— Shifu, I have come to learn... What are you contemplating at the hearth?

- Welcome Tudi, I am firing bricks. Yet, every brick I fire is imperfect...

— Indeed. But after all, there are no perfect bricks, Master!

— And it is impractical...

— Yes... A single brick is quite impractical. In any case, no more practical than
a stone that can simply be lifted from the ground.

— And it is dangerous...

- Right! A single brick, thrown can easily do a lot of evil, rather little good...
So why do you toil so hard Master?

— How else will we build a solid house? When the bricks stand in an even array,
together they will support the ceiling and resist the forces of nature to give warm
shelter to the next generations. Although individual bricks don’t matter much,
solid bricks together will support the edifice and form a great work that will last
me and you. Do you realize how great a responsibility they face...?

— The responsibility of... bricks, Master...?

— Tudi, all the time we’ve been talking about you...
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— Rzeczywiscie. Ale przeciez nie ma doskonalych cegiel Mistrzu!

— I niepraktyczna...
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Abstract

In this doctoral dissertation, I examine two strategies for slotted channel random
access concerning the time-critical ad hoc network synchronization problem.
The synchronization is understood by collecting a control message from every
network agent. The agents act independently; not knowing each other a priori,
they form an ad hoc network by accessing the same communication channel.

The challenging part is that all agents’ synchronization is triggered simulta-
neously and must occur in a constrained time. The standard contention resolu-
tion techniques, such as backoff, are not really useful in this situation. Instead,
each agent shall access multiple channel slots aligning to some strategy, hoping
for at least one non-collision transmission. The prevailing application use cases
are traffic coordination systems, Unmanned Aerial Vehicles (UAV) swarms, and
intermittent sensor networks; their mission strictly depends on network syn-
chronization within a constrained timeframe.

This study focuses primarily on the characteristics of two proposed channel
random access strategies. The abstract communication model is defined where
the time-constraint requirement is formalized by the finite-length communica-
tion round consisting of n slots. I assume that if two agents transmit in the
same slot, there is a collision, and no message comes through. The goal is that
every agent transmits successfully (without collision) in at least one slot.

The first strategy, Bernoulli trials (BT), is a default approach where every
agent transmits in each slot with a predefined probability p € [0,1]. Using the
alternative strategy, t-SLOTS, every agent chooses at random exactly ¢ out of
n available slots and transmits in these slots; ¢ € {1,2,...,n} is a strategy
parameter.

The research hypothesis states that ¢-SLOTS behaves better than BT. The
hypothesis is confirmed in two phases.

First, I analyze the restrictive case where each agent has to communicate
successfully, having at least one collision-less transmission. The second case is
when up to f agents may fail to communicate due to collisions. In both cases,
I show that t-SLOTS is superior to BT in the sense of a higher probability of
success and, at the same time, fewer messages sent over the shared communica-
tion channels. For both cases, I present the optimal choice of the parameters p
and ¢ that maximizes the probability of success. These values can be provided
based on analytical formulas derived for both strategies. In the (complex) case
of t-SLOTS, it was necessary to use analytical combinatorics tools.



The formulas derived for BT and t-SLOTS allowed me to provide a compre-
hensive comparative analysis. The examples analyzed combine the calculated
results and the statistical tests I performed; the statistical results perfectly align
with the calculated synchronization probabilities. Separately, for all-agents and
fault-tolerant synchronization, I compare the strategies in terms of synchro-
nization achievability, suboptimal configuration tolerance, properties of their
algorithms, energy consumption, and scalability. The gathered results confirm
the research hypothesis.

The implementations of the BT and ¢-SLOTS success probability formulas
are delivered as a Python library, along with the raw statistical test data.

Keywords— mobile ad hoc networks, ad hoc initialization, network syn-
chronization, coordination systems, traffic control, drone swarms, multiple ac-
cess, random-access channels, slotted communication channels, real-time sys-
tems



Streszczenie

W niniejszej dysertacji doktorskiej badam dwie strategie losowego dostepu do
kanalu komunikacyjnego podzielonego na sloty (ang. slotted random-access
channel). Strategie te dotycza problemu ograniczonej czasowo synchronizacji
sieci ad hoc. Synchronizacja ta jest rozumiana jako odebranie wiadomosci kon-
trolnych od kazdego z agentéw w sieci. Agenci dzialaja niezaleznie; nie wiedzac
o0 sobie nic z wyprzedzeniem tworza dynamicznie sie¢ ad hoc poprzez dostep do
wspolnego kanalu komunikacyjnego.

Wyzwanie stanowi fakt, ze synchronizacja agentéw wyzwolona jest jedno-
czeénie dla calej sieci oraz musi nastapi¢ w ograniczonym czasie. Standard-
owe techniki rozwigzywania kolizji, takie jak wycofanie (ang. backoff), nie sa
w tym przypadku uzyteczne. Przeciwnie, kazdy agent powinien podejmowaé
wielokrotna prébe transmisji swojej wiadomosci w réznych dostepnych slotach
z nadzieja na co najmniej jedna bezkolizyjna transmisje. Najwazniejsze zas-
tosowania jakim odpowiada omawiany schemat komunikacji dotycza koordy-
nacji ruchu (adaptacyjne $wiatla drogowe), roju dronéw oraz rozproszonej sieci
sensoréw (zwlaszcza sensoréw o przerywanym trybie pracy). Powodzenie zadan
realizowanych przez powyzsze systemy $cidle zalezy od sukcesu synchronizacji
sieci, nastepujacego w zadanym czasie.

Badania bazuja przede wszystkim na analizie charakterystyki dwoch zapro-
ponowanych strategii losowego dostepu do kanalu komunikacyjnego. W pracy
definiuje abstrakcyjny model komunikacji, w ktorym ograniczenie czasowe zreal-
izowane jest poprzez runde komunikacji ztozona z ustalonej, skonczonej liczby n
slotéw. Zaktadam przy tym, ze jezeli dwoch agentéw transmituje w tym samym
slocie, nastepuje kolizja i zadna z wystanych wiadomosci nie moze byé¢ odczy-
tana. Nadrzednym celem komunikacji jest to aby kazdy agent sieci co najmniej
raz nadal swoja wiadomos¢é bezkolizyjnie.

Pierwsza zaproponowang strategia sa Proby Bernoullego (BT). To domy$lne
podejscie w ktérym kazdy z agentéw transmituje w kazdym z dostepnych slotéw
rundy komunikacji ze zdefiniowanym wczesniej prawdopodobiefistwem p € [0, 1].
Druga zaproponowana strategia jest t-SLOTS, w ktorej kazdy z agentéw wybiera
losowo t posréd n dostepnych slotow rundy komunikacji i to w nich podej-
muje transmisje swojej wiadomosci. Przy tym ¢ € {1,2,...,n} jest parametrem
ustalonym z wyprzedzeniem.

Postawilem nastepujaca hipoteze badawcza: strategia ¢-SLOTS ma lepsze
wlasciwosci niz strategia BT. Hipoteza ta jest dowiedziona w dwéch fazach.



W pierwszej fazie analizuje rygorystyczne zagadnienie w ktérym kazdy agent
musi mie¢ co najmniej jedna bezkolizyjna transmisje w rundzie komunikacji.
W drugiej fazie badam uogélniony przypadek w ktorym nie wiecej niz f agen-
tom nie udaje sie nada¢ wiadomosci ze wzgledu na kolizje z innymi nadajacymi
agentami. Wykazuje przewage t-SLOTS nad BT objawiajaca sie wyzszym praw-
dopodobienstwem poprawnej synchronizacji oraz mniejsza oczekiwana liczba
podejmowanych transmisji w optymalnym przypadku. Dla obu faz prezen-
tuje optymalne ustawienia parametréw obu strategii, maksymalizujace praw-
dopodobienstwo poprawnej synchronizacji. Wartoscie te mogtem wywnioskowadé
bazujac na analitycznych formutach na prawdopodobienstwo synchronizacji wy-
prowadzonych dla obu strategii. W zlozonym przypadku, dopuszczajacym wys-
tepowanie ograniczonej liczby agentéw ktérym nie udalo si¢ nadaé¢ wiadomosci,
konieczne bylo zastosowanie przeze mnie narzedzi kombinatoryki analityczne;j.

Formuly wyprowadzone dla strategii BT oraz ¢-SLOTS pozwolily mi na
kompleksowe poréwnanie obu analizowanych strategii. Przypadki ktore anali-
zowalem laczyly rezultaty matematyczne oraz wyniki przeprowadzonych przeze
mnie testéw statystycznych. Przy tym wyniki obliczeniowe dla prawdopodobien-
stwa udanej synchronizacji sa calkowicie zgodne z wynikami testéw statysty-
cznych.

Osobno dla rygorystycznego przypadku catkowitej synchronizacji oraz dla
uogdlnionego przypadku czesciowej synchronizacji poréwnuje obie strategie pod
katem prawdopodobienstwa osiagniecia synchronizacji, odpornosci na nieopty-
malna konfiguracje p oraz t, wlasciwosci ich algorytmoéw, zuzycia energii oraz
skalowalno$ci. Zebrane wyniki potwierdzaja hipoteze badawcza.

Implementacje wyprowadzonych formul prawdopodobienstwa synchronizacji
strategii BT oraz t-SLOTS opublikowane sa jako biblioteka jezyka Python, wraz
z danymi przeprowadzonych eksperymentow oraz narzedziem do symulacji i au-
tomatyzacji testow statystycznych dla wybranego zagadnienia.

Keywords— mobilne sieci ad hoc, inicjalizacja sieci ad hoc, synchronizacja
sieci, systemy koordynacji, kontrola ruchu, roje dronéw, wspéldzielony dostep do
kanalu, kanaly dostepu losowego, kanaly komunikacyjne z podzialem na sloty,
systemy czasu rzeczywistego
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Chapter 1

Introduction

1.1 Motivation

The motivation behind this work is an emerging demand for the ad hoc, time-
constrained synchronization of distributed agents. The challenge behind this is
simultaneous channel access of the ad hoc network agents. Wireless connection
systems use random-access channels to address contention during such sponta-
neous connections; the synchronization most likely leads to channel congestion.

The stated problem is usually addressed in the developed conceptual systems
with either the pre-configured TDMA/FDMA multiple access network [5, 81]
or standard contention-resolution methods deriving from ALOHA [19, 71] and
CSMA [14, 45]. The first solution is proper for prototyping or high-integrity
military applications, but not realistic in scalable systems where it is impos-
sible to coherently pre-configure all unrelated agents. The second approach is
more realistic but suffers from the nature of the applied protocols, designed to
resolve contention with a promise of the eventual consistency of all agents, not
a consistency achieved in the constrained timeframe. These protocols often rely
on the acknowledgment of the message delivery [22, 64], which cannot always
be granted in the rapid time-constrained synchronization, which limits their
usage. Even when the chance of time-critical synchronization is estimated in
these systems, the results has a high variation due to the applied contention
resolution mechanisms, such as a randomized or exponential backoff [88]. Thus,
neither approach is viable for mission-critical applications, where the probability
of time-constrained synchronization must be well-estimated and predictable.

The most promising of the emerging applications are, indeed, related to
mission-critical systems. The synchronization is understood as a collection of
control messages from all involved agents (either by a central orchestrator or
by other agents). Control messages are instantiated specifically for the use
case. In Adaptive Traffic Control Systems (ATCS), control messages are vehicle
presence announcements [10, 41, 94] . In Autonomous Vehicles (AV) coordina-
tion systems, control messages may contain coordinates or mission objectives
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[16, 54, 80]. In distributed sensor networks and Internet of Things (IoT) devices,
the control message can be a beacon signal or the device output [50, 81, 98].

To provide a more sustainable solution to the problem sketched, this disser-
tation thoroughly analyzes two random-channel access strategies designed pur-
posely for the time-criticality objective: BT and t-SLOTS. The strategies were
proposed in the author’s previous work [23], where they were also overviewed
under the restrictive all-agents synchronization requirement. Synchronization
must take place within a single communication round consisting of a finite num-
ber of independent slots (n) randomly accessed by agents transmitting their
messages; this is an abstraction for the slotted random-access channel under
the synchronization time constraint. When an agent transmits their message in
the slot alone, it succeeds to communicate; when more than single agents trans-
mit in the slot, collision occurs and no message comes through. BT strategy
assumes that every agent transmits its message with the predefined probability
p in every slot, ending with the np expected number of transmissions; it is a
Bernoulli trials process, hence the name of strategy. ¢-SLOTS strategy defines
that every agent selects exactly t out of n available slots, where t is predefined.

There is only a subtle difference in slot selection method, but ¢-SLOTS results
in a lower variability of channel load. The analysis for the absolute synchroniza-
tion and the generalized fault-tolerant synchronization shall lead to the deriva-
tion of synchronization probability formulas and the optimal configuration of
the strategy parameters. Consequently, not only the arbitrary time-critical syn-
chronization could be modeled for BT and ¢-SLOTS, but also the strategies could
be comprehensively analyzed to prove the universal advantage of the proposed
t-SLOTS strategy.

1.2 Outline and contribution

The key contribution of this work is a derivation of formulas for the synchro-
nization probability for BT and ¢-SLOTS strategies, provided in two versions:
for absolute synchronization of all agents and fault-tolerant synchronization.
They lead to the proposal of the optimal configurations of strategies and their
comprehensive comparison, which confirms the stated research hypothesis.

Along with the mathematical formulas, their implemented version is pro-
vided as an open-source Python library [85]. The statistical tests confirmed
the results; the underlying raw test data and source code of the Python tool
implemented for testing are available as an open source [86]. Sample author’s
implementations of BT and t-SLOTS agents in C language are available [84].

This dissertation is structured into five chapters. The first chapter, an In-
troduction, highlights the work motivation, explains the structure of the work,
offers disambiguation of the key used terms, clarifies the mathematical nota-
tion, and accumulates the key mathematical facts referred to in the subsequent
reasoning.

The second chapter, The Synchronization problem, introduces the back-
ground of Multiple Access (MA) and time-critical ad hoc network synchroniza-
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tion problems. Examples of practical applications of the research findings are
briefly presented, emphasizing the importance of the topic. The following sec-
tions of this chapter lay the study’s theoretical foundation, specifying the ana-
lyzed model. They are dedicated to formally defining the problem, strategies,
and the research hypothesis.

The third chapter, All-agents synchronization, is devoted to the absolute
synchronization scenario in which the successful communication of all agents
is studied. This chapter refers to the author’s previous research [23], citing
and extending therein findings. The agent’s algorithms, synchronization sam-
ple spaces, formulas for the probability of synchronization, optimal configura-
tion settings, and example-based properties discussions are presented for both
strategies. The chapter concludes with the comparison of BT and ¢-SLOTS
strategies against factors such as probability of synchronization, immunity to
misconfiguration, algorithm properties, energy efficiency, and scalability.

The fourth chapter, Fault-tolerant synchronization, contains the study of
fault-tolerant synchronization, where some limited number of agents are allowed
to face communication failure. This part is an original research that provides
novel results to the generalized problem. Adapted formulas for synchronization
probabilities, optimal configuration settings, and example-based impact of the
fault tolerance are presented for both strategies. Again, the chapter concludes
with a juxtaposition of synchronization probability, misconfiguration immunity,
energy efficiency, and scalability of BT and ¢-SLOTS strategies. This time, the
comparison focuses on the impact of the fault-tolerance level.

Finally, the last chapter, Summary, collates previous conclusions to confirm
the research hypothesis and identify future research directions.

1.3 Definitions

Below, a disambiguation of the key terms used in the dissertation may be found.
Definitions are purely context-oriented and focused on the analyzed problem.
Terms are listed in the logical dependency order.

BTS base transceiver station, central network unit facilitates (and often coor-
dinates) wireless communication.

Message is a unit of data exchanged in the network and contains some coor-
dination information; may be an introduction, presence notification, or a
sensing results communicate.

Agent is a communication network node, able to send (receive) messages; an
abstract representation of the remote sensor, user equipment, antenna-
equipped device, or vehicle.

Communication channel is medium of communication established between
agents to transmit their messages.
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Agent’s transmission is an agent’s attempt to broadcast its message over
the communication channel.

Communication slot is a single slot of the communication channel, where the
agent is capable to transmit their whole message. Often referred to as just
a slot.

Communication round consists of a finite number of the communication slots
and is the entire analyzed phase of communication, when agents may
exchange their information.

Strategy is the algorithm followed by all agents, that specifies whether to
transmit or not in the given communication slot; in this work, it always
pertains to the random-access channel strategy.

Slot’s occupation happens when any agent transmits their message in the
slot. The communication slot may not be occupied at all or may be
occupied by one or more agents.

Transmission set is the set of communication slots in which the agent at-
tempts to transmit their message.

Collision occurs when two or more agents transmit in the same slot, effectively
jamming each other. No message can be broadcast in the slot where the
collision occurred.

Successful transmission takes place when the agent is the only one trans-
matting in the slot, thus it successfully broadcasts its message.

Communication success occurs when an agent transmits their message with-
out collision in at least one of available communication slots.

Communication failure is the opposite of the communication success, occurs
when the agent does not transmit their message collision-free at least once.

Synchronization (of the network) is an event of agents exchanging their in-
formation through the individual successful transmissions in the commu-
nication round. Often appears along with the strategy name, indicating
which channel access strategy all network agents implement in order to
synchronize.

All-agent Synchronization is a synchronization, which is told to be achieved
if and only if all the participating agents had a communication success.

Fault-tolerant Synchronization is a synchronization, which is told to be
achieved if the number of agents having a communication failure does not
exceed a declared threshold.

Failure tolerance is the tolerated number of agents that have a failed com-
munication, while the network still succeeds to achieve the fault-tolerant
synchronization.
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1.4 Notation

Consistent mathematic notation is used in this work, as stated below.

Across the work, tuples are noted with brackets ”(),” while vectors are noted
with angle brackets ”().” The square brackets have a meaning established by
the context. They serve as a parenthesis of the probability function Pr[...]; when
they classically denote the interval on R they are always accompanied by the
”€” symbol, ex. p € [0, 1]; otherwise, in Section 3.3 and Section 4.3, they denote
a condition of extraction (Fact 8), such as [x1™ z3™2].

Vector T's L1 norm is denoted as ||Z||; given T = (x1,x2,...,T,)

7l =3l (1)

For T = (x1,22,...,2Zn), ¥ = (Y1,Y2,- -, Yn), the shortcut ‘notation is applied
for consecutive scalar exponentiations x1¥*xo¥2 ... x,Y» = ZY. Additionally, the
element-wise vector-to-scalar comparison ” <", ”>=" operations are introduced

=, =:R"” xR = {true, false} , (1.2)
given the vector T = (x1,x2,...,x,) and value s
T=Rs <= Vo, €T) ; <s. (1.3)

where ”>=” is the opposite
Trs <= (Yo, €T) ;> 5. (1.4)

Derivatives in the text are always expressed with a Leibniz notation as
% (). Sometimes the formulas exceed the available space; they are then sub-
stituted with a bold capital letter, like A, B, and analyzed independently. When
analyzing functions, the terms of concavity and converity are referred to with
their standard meaning. Given the function f and X € [0, 1]

function f is concave <= f(Az1+ (1—Nx2) = Af(z1)+ (1 —A)f(z2), (1.5)
and
function f is convex <= f(Az1+ (1 —AN)z2) < Af(z1) + (1 —X)f(z2) . (1.6)

When referring to the events, especially the synchronization events, like the
SuccessE,Tk’p, in the superscript, the name of the strategy is highlighted, and in
the subscript, the communication network setup parameters are given. When
some parameter is not part of the network setup but still defines the event, it
is provided in the following brackets, for instance, Successﬁi'}j}f (f)-

The big-O notation is used when analyzing algorithms

f(n) =0(g(n)) <= (3c>0)(3Fno)(Vn = no) f(n)| <clg(n)| . (L.7)
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1.5 Mathematical preliminaries

The common mathematical facts (formulas, theorems, schemes) used in the
reasoning of this dissertation are listed in this section with references.

Fact 1 (Binomial Theorem). [82] For any n € N and z,y € R

i) =Y T (18)

r=0

where (:f) is a binomial coefficient defined by

@ - #Lr)l ' (1.9)

Fact 2 (Multinomial Theorem). [82/ For any n € N and x1,...,2, € R

n n\_-
(x1 4+ ... +2,.)" = E 1L = g )z
Vi,V2,...,VE v

vi+...4v,.=n [[7||=n
vi,...,VrEN v>=0
(1.10)
where ( " ) 18 a multinomial coefficient
ViyeessVE

n n!
< > = (1.11)
V1,V2y...;Up Vi, V28 ..oy Upt

Fact 3 (Probability of success in Binomial Distribution). [68] Given the bino-
mial distribution with n experiments and p probability of success in each exper-
iment, the probability of the overall m successes equals

Pr [Successes g, ) (m)] = <:L>pm(1 —p)" ™. (1.12)

Fact 4 (Power Set). The Power Set P (X) is a set of all the subsets of X. The
cardinality of Power Set |P (X)| = 21X1.

Fact 5 (Dominant Family of Sets). [/] Family of sets F is dominant, if no set
s contained in the union of the remaining sets

vserR)(s¢z |J S| - (1.13)
S;eF\{S}

Fact 6 (Inclusion-Exclusion Principle). [39] Given the finite sets A1, Ao, ..., A,

= o g (1.14)

0#£JC{1,2,...,n} JEJT
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Fact 7 (Margin of Error, MOE). [53] Given the sample size n, standard devi-
ation of the sample o, the Margin of Error is

MOE, = Z, (%) (1.15)

where Z., is standard normal deviate (Z-score), Zy.g99 ~= 3.090.

Fact 8 (Extraction operation). [27] Given C that does not include any vari-
able x;", a multivariable polynomial Cx1™* ... xx™*, and T" = x1™ ... xp"".
[z1" ... z}*] denotes an extraction operation for multivariable polynomials.

C ifmy=mn; fori=1,...k
ok Cae T a = 1.16
71 7' 10 Tk {0 otherwise. ( )
Additionally, for [] (and )_)
™ [ X = [l e X (1.17)

The additional condition may appear in the square brackets operation to
further specify the extraction operation. For example, to extract polynomials
containing x; of non-zero exponents [x1"™* ... xE" ny,...,n; = 1] = [T", 7 = 1].

Fact 9 (Expansion of n-powered (1 + ;) product). [23]
Given T = x1® x9%2 ... 1,

(ﬁ(uxi))n =Y faﬁ (;) (1.18)

i=1 0=a=n  i=1
Proof.
(ﬁ(1+x-)>n— IE[(Hw')"—HZnI(n)w‘j— w“ﬁ(”)
i=1 ' N i=1 v i=15=0 i)t 0<a<n  i=1 \M

Fact 10 (Pigeonhole Principle). Also known as Dirichlet’s drawer principle.
If n items are distributed among m containers and n > m, then at least one
container must contain more than one item.

Fact 11 (Mobius Inversion Formula). [52] Given f,g : P({1,2,...,k}) - R
and g(A) = > pca f[(B), then

f(B)=_ g(C)(=yPier. (1.19)

cCB
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Chapter 2

The Synchronization
problem

2.1 Multiple access techniques

Since the early days of computer networks, contention has been a vital chal-
lenge. Regardless of the communication medium (cable or radio), the collision
of transmissions most likely destroys the transferred data, turning the signal
into an unprocessable noise. Permanent allocation of a medium access time or
a communication spectrum to specific agents is beyond the capability of most
networks due to the unacceptable waste of resources and rigidity of such a so-
lution. Instead, a medium must be utilized appropriately and accessible for
the dynamic set of agents. These requirements are addressed by a contention
medium that allows multiple agents to access the same channel on demand at
the cost of potential transmission collisions. A primary example of the con-
tention medium is the random-access channel, where devices (network agents)
access the channel whenever they need to transmit their messages. Concepts of
how to share the medium to avoid or manage collisions to minimize their im-
pact are commonly referred to as a Multiple Access (MA). The Multiple Access
protocols are classified in the Medium Access Control (MAC), a sublayer of the
Data Link layer in the OSI Model [59].

The protocols for dealing with these collisions and ensuring proper chan-
nel utilization were developed for decades. The leading examples are the Time
Division Multiple Access (TDMA) [33, 50] and the Frequency Division Mul-
tiple Access (FDMA) [33, 60]. TDMA splits the communication timeline, and
FDMA splits the bandwidth into smaller, individually assigned slots, previously
cutting the transmission timeline into constant-length frames. In decentralized
networks, nodes may compete for randomly selected transmission slots until the
acknowledgment of non-interfered transmission, marking a slot’s assignment for
the following frames [72]. A substantially different approach is taken in a Code
Division Multiple Access (CDMA) [33, 77]. CDMA protocols accept signal in-

11
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terference while exerting orthogonal encoding (such as Hadamard-Walsh codes
[3]), noise filtering, and power management techniques in signal processing to
elicit individual messages from agents [46]. This subtle technique comes with its
disadvantages and diverse efforts to remediate them — lengthy signal encoding
that affects energy consumption [30], synchronous nature [57], duty to assign
individual channel key assignment [34, 91, 42], and near-far agents problem [61].

The above techniques pursue a better utilization of the contention medium
but require some orchestration or pre-allocation. More challenging is addressing
the initial transmission in the random-access channel, especially in the wireless
networks. Random access protocol must consider issues like a problem of hidden
and exposed agents [55], distant nodes signal fading and delays [15], Doppler
Effect [2, 95], signal interference related to the internal transmission collisions
and the external noise [58]. Collisions in such channels are unavoidable, even
when the carrier sense [49, 32] is available, there is no guarantee that the other
device does not start transmission at the same time or that there is no colliding
signal not strong enough to be detected. If the transmission fails due to the
collision, it is repeated. However, the channel throughput is always constrained.
Therefore, high congestion of agents could lead to channel saturation; various
techniques are used to prevent it, for example, the backoff mechanism [88].

The pioneering wireless random-access channel MA protocol was the ALOHA
Random Access (ALOHA RA), implemented for ALOHAnet [1] and established
in 1968. The solution, developed at the University of Hawai‘i, allowed to connect
Hawai‘i Islands with a wireless computer network. ALOHA RA allows network
nodes to compete for a transmission channel by accessing it on demand with
random delay retrials until receiving an acknowledgment, announced by a single
base station over a separate coordination channel. Further analysis led soon to
the development of S-ALOHA [76], which uses communication time slots to dis-
cretize the channel and significantly improve efficiency. Although intermittency
of throughput and latency encouraged researchers to look for other solutions, the
improved concepts, based on ALOHA were later proposed [15, 20, 18, 71] and,
highly modified, protocol itself still finds the applications, especially in networks
built of energy-concerned units, such as sensors or satellites [11, 18, 56, 92].

The Carrier Sense Multiple Access (CSMA) [49, 75, 32] was developed in the
1970s as an alternative to the ALOHA RA. It minimizes the network’s trans-
mission data loss thanks to simultaneous channel listening. CSMA is employed
for collision avoidance (CA; used in Wi-Fi, IEEE 802.11) [70, 79], detection
(CD; Ethernet networks) [67], or resolution (CR; special application, usually
LAN-based) [19]. The drawbacks of CSMA are considerable energy demand,
especially in the saturated channels [32, 9], reduced efficiency during conges-
tion, and helplessness when dealing with hidden, exposed [55] or distant [15]
network agents.

The schemes mentioned above have a common modus operandi: segment the
available transmission spectrum into a finite number of slots randomly accessed
by communicating agents. To design more versatile, higher throughput, reduced
latency random-access protocols, the practical implementations often combine
the above strategies in hybrid solutions [63, 75, 32, 79].
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2.2 Time-constrained ad hoc synchronization

Ad hoc networks are initialized on demand, usually locally, among a moderate
number of devices (agents) to provide monitoring, coordination, search-and-
rescue, and other services [64]. These networks are predominantly wireless,
decentralized, and infrastructure-less [64] as their primary purpose is to build
an ephemeral communication structure, exchange information, and disassemble.
Often, they are built of energy-concerned devices [44].

Ad hoc networks use mostly the random-access channel for communication,
and most commonly, it is a slotted channel due to its throughput advantages
[14, 71]. They usually rely on the distributed multiple access techniques evolved
from ALOHA or CSMA, involving the channel sense [14, 45] and decentralized
acknowledgments [22, 64]. As stated in the previous section, these techniques
are prone to high overhead and exposed/hidden agent problems.

The synchronization, i.e., data collection from all network agents, is a stan-
dard operation executed in ad hoc networks. In practice, many use cases (pre-
sented in the next section) benefit from or rely on the additional requirement: a
time constraint [13, 81]. When the synchronization is time-critical, the paradigm
for synchronization alternates from the promise of all agents’ eventual channel
access to the maximization of collected agents’ data within a given timeframe.
The caveat is the contention resolution method applied.

Popular contention resolution methods do not address the time-constrained
requirement [13], basing their synchronization promise on the low latency that
deteriorates on congestion [78] — which is the probable condition when synchro-
nization is triggered for all network agents. This is one reason why some use
cases mentioned in Section 2.3 are not developing rapidly. The present imple-
mentations with time-criticality in mind still use low latency protocols that offer
an eventual access promise [16, 54, 80] ; this works well during low congestion
but is unpredictable in more challenging environments and is thus unsuitable
for mission-critical systems. The real-time distributed systems (e.g., military or
avionics systems) rather operate on preconfigured networks [5, 81]; they are not
ad hoc solutions and do not fit the dynamic network synchronization problem.
The time-constrained promise is often considered in the low latency schedul-
ing [21] (promising packet delivery in the time declared based on the network
traffic), which does not address the problem in question.

Previous author’s work [23] proposes strategies to address the requirement of
time-critical synchronization. However, the surprising findings of that research
require further elaboration to assess the proposed approach, especially in the
valid conditions of accepted limited fault tolerance.

2.3 Practical applications
This section illustrates the use cases of time-constrained synchronization. These

are a potential target of practical application for the channel access strategies
discussed in this work (Section 2.5).
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2.3.1 Traffic coordination system

The primary application of time-critical ad hoc synchronization is the vehicle
coordination system, sometimes referred to as a Vehicle-to-Infrastructure (V2I)
network . The generic concept behind it is a central Control Tower (CT) that
harvests the positioning information of vehicles in the area and manages the
traffic according to collected data [5, 21, 41] . The network agent set is dynamic;
most communicate with the tower for the first time, requiring the CT’s response
as soon as possible.

An example of such a system is the Adaptive Traffic Control System (ATCS),
which collects the traffic density of the incoming vehicles to adapt the traffic
lights cycle [10, 41, 94] . This application is perfect for early adaptation of time-
constrained synchronization procedures, as the synchronization failures do not
entail dramatic costs, just non-optimal traffic lights cycle (which is standard for
non-adaptive systems).

Another instance is the automated control tower coordinating traffic of any
Autonomous Aehicle (AV), from drones [47] to ships [43]. This system would
collect data from many independent sources, like cameras, LIDARs, and radars,
to achieve the desired Quality of Service (QoS). Radio synchronization to collect
position information or the desired route data directly from AV could be one of
them [90]. Time-criticality in this case is highly exhibited, as the moving vehicle
may not wait to access the communication channel with the control tower. In
this mission-critical case, even milliseconds of signal delay may be consequential.

CT may act as a network orchestrator; depending on the traffic load, it may
transmit the synchronization parameters to all vehicles via its dedicated channel.
Beneficial in this application is the fact that the traffic size may usually be
estimated, so the approximated synchronization parameters can be determined
ahead of time.

2.3.2 Vehicle to Vehicle (V2V) communication

This application differs as there is no central control tower, and communication
is established solely between moving vehicles. The network is decentralized, and
the synchronization target would be an exchange of data between all synchro-
nizing vehicles. Tasks realized by this network are versatile - from active cruise
control through the propagation of hazardous conditions warnings to vehicle
collision avoidance [10, 51].

The set of agents is constantly changing as the vehicles are moving. Thus, the
ad hoc network must be constantly recreated. The synchronization strategies
studied in this work could reduce the latency of information exchange while
conserving energy.

2.3.3 Autonomous drone swarms

Unmanned Aerial Vehicles (UAV) may form coordinated or uncoordinated swarms
to execute some collective target [16, 54]. They shall establish a communica-
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tion channel, which could suffer a high latency condition due to the congestion
[80]. Remediation would be time-constrained synchronization proposed in this
work; individual drones may exchange their control messages to adjust trajec-
tories, avoid crashes, and coordinate the shared mission. Military operations
exposed that the maintained remote connections are fragile points of attack
[5, 81]. Therefore, a periodical ad hoc synchronization could be more resilient
to jamming or signal interception on the battlefield.

Again, if the swarm is purposely assembled for some operation, the number
of ad hoc network agents is known; thus, the synchronization parameters may
be precisely adjusted for the most reliable communication.

2.3.4 Satelitte constellations

Although currently emerging with Starlink, Kuiper, and OneWeb satellite de-
ployments [35], this use case is more challenging than other presented. As
deployed in orbit, satellites are distant from each other, which incurs signal de-
lays and distortions [95]. The channel bandwidth must be adequately wide, and
communication must consider the sufficient guard intervals [36].

Sufficiently numerous satellite constellations must employ some level of au-
tonomy. They also must synchronize with neighbors to coordinate the trajectory
and warn each other about the space debris. As continuous communication, as
well as random channel access, are energetically costly between satellites, the ad
hoc synchronization discussed in this work could be beneficial. Noteworthily, an
abstraction of the communication channel used in the analysis (Definition 2.3)
allows representing the communication slots by different subcarriers [37] of the
channel. With this interpretation, signal delays become less important as all
agents transmit in parallel; they collide only when more than one neighbor
satellite selects the same subcarrier

As the satellites are strictly supervised, and their mesh density is planned
— their synchronization parameters may be precisely adjusted maximizing the
probabilities of synchronizations.

2.3.5 Ad hoc sensor networks

Distributed sensor networks are usually built with low-energy battery devices or
even intermittent energy devices [89, 74]. Devices casually remain hibernated;
upon some trigger (environmental event affecting all sensors), they wake up,
sense the data, attempt to communicate it, and return to the hibernated state
[98]. Communication in these networks is primarily decentralized and strictly
time-critical; if the collected data is not exchanged on time, it is lost as agents
hibernate until the next cycle.

Proposed synchronization strategies, in particular ¢-SLOTS (Section 2.5),
may improve the data transmitted over the random-access channel and con-
serve energy.
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2.3.6 10T devices

The Internet of Things (IoT) device network use case is similar to the sensor
network in terms of the low-energy profile, decentralization, and no continuous
network connection [50]. Communication network changes are more dynamic
(especially in the context of the wearable IoT) and heterogeneous (as devices
of various purposes communicate together) [36] . Additionally, IoT devices
are usually expected to work immediately after activation. That makes them
an interesting target for the implementation of the presented synchronization
strategies.

2.3.7 Massive connectivity network access points

5G network offers its own standard for time-critical services, called Ultra Reliable
Low Latency Communication (URLLC) and Time Sensitive Networking (TSN)
[7]. These could address some of the use cases above differently.

In the context of this work, the point of interest is elsewhere. 5G net-
work, like every massive connectivity network, incorporates the Random Access
Preamble Transmission procedure to connect devices from beyond the network.
During this procedure, agents (the User Equipment) select the random preamble
and transmission slots to access the random access channel [40, 87, 7].

Methods provided by this research, especially the formulas for the BT and
t-SLOTS fault-tolerant synchronization probabilities, might be helpful in mod-
eling and estimating the performance of the initial phase of network access. It
is not a strictly time-critical synchronization scenario, but the obtained results
(Section 4.4) suggest that the ¢-SLOTS synchronization triggered repetitively
has appealing contention resolution properties. Therefore, the fault-tolerant
t-SLOTS synchronization could be applied in the first stage of the massive con-
nectivity network access procedure. This solution should be benchmarked, but
it can potentially improve the present state of the art.

2.4 Formal problem statement

In order to formulate the precise research hypothesis, the problem illustrated
has to be defined formally first. Since the studied model is generic and widely
applicable, the definitions below are aimed at possibly being universal.

Definition 2.1 (Agent). An agent is a communication network member able
to transmit/receive messages.

Definition 2.2 (Drain). A drain is a special agent able to collect messages
transmitted by any other agent in the network.

While the agent is a standard actor of any potential communication, a drain
is an abstract formalism introduced to unify the perception of successful trans-
mission. A drain may be interpreted as one of the agents, as a bystander
collecting messages transmitted by agents, or as a whole single-hop broadcast
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communication network (in the last case it is assumed that if the message is
received by some agent, it may be received by every agent in the network). As
stated in the previous chapter, the process of the actual network communication
is a subject of physical limitations and anomalies, like hidden or exposed nodes
— they are all disregarded to isolate the studied problem.

Agents transmit their messages over the slotted communication channel,
which is commonly applied in wireless networks. Slotted channels are more
efficient in collision reduction and energy conservation; also, they increase the
overall throughput [76, 56]. The agents’ communication is assumed to be con-
strained, so the synchronization finishes in the known, limited time, which ad-
dresses the mission-critical applications mentioned in the previous chapter. This
limited window of communication is referred to as a communication round.

Definition 2.3 (Communication round). A communication round is a whole
space of agents’ interaction that consists of a finite number of communication
slots such that if only one agent transmits in a given slot, the drain is capable
of receiving the message.

A single communication slot shall be capable of carrying the whole message
of the agent. The transmitted message itself may interpreted freely — but in
this work, it is considered as the presence announcement, coordination, or a
synchronization message. This corresponds with the applications presented in
the previous section, where agents sharing no initial data about each other aim
to ad hoc synchronize their information.

The communication round is an abstraction agnostic to the medium being
used. The wireless communication slots may represent a channel partition re-
sulting from time-domain multiplexing, frequency-spectrum multiplexing, code-
division multiplexing, or any combination of them. Notably, due to the finite
number of communication slots, the communication round is constrained in all
the domains above. For the model, it is only significant how many commu-
nication slots appear in the communication round and that the single agent’s
transmission in a slot leads to the successful delivery of its message to the drain
(only the occurrence of a collision may prevent the successful message delivery).

Definition 2.4 (Successful transmission). If only one agent transmits its mes-
sage in the communication slot, a drain can receive the message, and the trans-
massion is told to be successful.

Definition 2.5 (Collision). If two or more agents transmit their messages in
the same slot, the collision occurs, and a drain can receive neither message.

In the scope of the whole communication round, not-pre-coordinated agents
individually aim to exchange their information by repeating the transmission:

Definition 2.6 (Communication success). An agent is told to have a success-
ful communication if it has at least one successful transmission throughout the
communication round.
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Definition 2.7 (Communication failure). An agent is told to have a communi-
cation failure if it has no successful transmission throughout the communication
round.

It is assumed that a communication does not adopt a carrier sensing [31,
45]. Agents blindly transmit their messages in the slot without any collision
detection mechanism; also, they are unaware of whether their transmission was
successful. This is typical in ad hoc protocols, designed to be rapid, simple, and
have a low energy profile. Any techniques allowing to decode a truly parallel
transmission, such as the orthogonal encoding [97], shall be instead considered
as an introduction of the extra slots to the communication round!.

With the above preliminaries, the main problem is stated:

Problem 1 (Time-critical ad hoc synchronization). There are agents Ay, ..., Ag.
For every i € {1,2,...,k}, agent A; has to transmit its message M;. Messages
must be sent within slots S1,Sa,...,S, of a single communication round (while
the whole M; transmission fits in a single communication slot). Agents have
no prior knowledge of each other nor the feedback of a successful transmission
in the slot. Each agent A; has to access the communication channel randomly,
choosing on their own from S1,Ss,...,S, a subset o; of communication slots
(transmission set of A;) and transmit M; repetitively in these slots.

The problem is determining agents’ slot random-access strategy that maxi-
mizes the chance of at least one successful transmission of each M; (A; agent
successful communication ).

This study focuses on the ad hoc synchronization? of a random set of agents,
starting from no awareness of each other, communicating over the slotted random-
access channel to exchange their messages in the constrained time. Time con-
straint is a consequence of bounding the communication in a single communi-
cation round (as per Definition 2.3).

Given the agent count k and the slot number n, the synchronization chance
naturally depends on the k/n ratio. Two additional factors are relevant to
achieving the synchronization objective: the slot random-access strategy and
the transmission set cardinalities. Agents have to follow a symmetry-breaking

I Due to the ad hoc specifics of the analyzed problem, the network employing the Code
Division Multiple Access [33, 77] (or the Orthogonal Frequency Division Multiplexing (8, 17])
would have to let the agents randomly select their orthogonal spreading codes (orthogonal
subcarriers), effectively expanding each available slot into many, aligned with exact codes
(subcarriers). The new construct remains in the model, with more slots available. Agent’s
transmission strategy for such a network would deal with some subtlety, as one agent would
rather not select multiple slots representing different encodings at the same time. Above is,
however, an edge case; in this work, slots are considered to be independent

2 The stated problem of not-pre-coordinated channel random access is often referred to
in the available literature [24, 25, 64, 93] in the context of ad hoc network initialization
(sometimes, more precisely, neighbor discovery) rather than synchronization. In this work, the
synchronization term is used to underline the fact that the model application is much broader.
The target may be collecting the agent’s coordination data by some drain, exchanging ad hoc
information in the dynamic population of passing-by actors, negotiating the BTS access, and
others.
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randomized slot selection strategy, which choice may impact the synchronization
outcome. Adjusting the agent’s transmission set cardinality requires finding the
right compromise between the self-promoting more frequent transmissions and
the medium-preserving less frequent transmissions. Although the first increases
an individual agent’s chance for successful communication, it also pollutes the
medium, provoking collisions and hindering the overall network synchronization
objective.

The statement relating to no prior knowledge about other agents deserves
more explanation; despite no information being exchanged between agents be-
fore the communication round, some technical aspects of the communication
have to be orchestrated ahead: either pre-programmed or announced®. These
technical aspects are: agents’ clocks, common channel definition, communica-
tion round slot size and count, agents’ random-access strategy with its con-
figurable parameters. The synchronization process may be triggered by some
external signal received by all agents (central base station call for synchroniza-
tion; an environmental event), started according to the predefined timestamp,
or initiated ad hoc through sending the first synchronization message by any
participating agents. The problem’s model is consistent with all of these im-
plementation approaches, remaining widely applicable; nonetheless, the above
aspects are not further considered in this work in favor of the agents’ random-
access strategy impact analysis. The strategy and configuration are assumed to
be uniform across all agents.

2.5 Channel random access strategies

As shown in Section 2.3, the studied problem has a wide range of purposeful
applications; accordingly, every performance, trustworthiness, or energy preser-
vation enhancement is technologically significant. The apparent subject for
improvement is the strategy used by agents to construct their transmission set
(according to the problem 1). Unfortunately, agents have minimal information
in the ad hoc network without collision detection. All they can do is employ
any kind of random access strategy in the channel to avoid collisions. This work
reviews two intuitive strategies, one being commonly used and one proposed as
an improved alternative.

Section 2.1 presents widespread channel random-access methods. Most of the
described tactics, like a backoff or a contention window, are designed for eventual
consistency, not time-critical synchronization; they also require some collision
detection or central orchestration. Nakano and Olariu proposed a dedicated
algorithm for the unknown number k of agents and no collision detection in
[64]. The solution, however, requires the leader selection first, which contradicts

3 The problem model may represent a distributed system without a leader or an ad hoc
network with a central orchestrator. In the first case, agents must be preconfigured at their
deployment and may individually adapt their configuration. In the latter case, an orchestrator
(a control tower or a base station) broadcasts protocol coordination messages over its dedicated
channel.
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the stated time-critical synchronization problem, where the communication is
instant, and there is no space for the iterated protocols (ex., when the slots
are interpreted as subcarriers in the frequency domain). Vasudevan, Adler, and
Goeckel proposed the feedback-based algorithm in [93], which suffers from the
same condition.

The default random-access channel synchronization strategy for ad hoc net-
works derives from the ALOHA protocol. It is evaluated by: Nakano and Olariu
in Section 3 of [64]; Cichon, Kutylowski, and Zawada in [25]; Vasudevan, Adler,
and Goeckel in [93]. The strategy assumes each agent transmits with a probabil-
ity inversely proportional to the number of yet-unsynchronized agents (initially,
the probability is 1) and then remains silent upon the successful transmis-
sion. This simple approach is adapted to the restrictive model introduced in
the previous section: agents may not rely on collision detection, so they keep
sending messages with their initial probability; the initial probability is also not
determined as the agent’s count may not be known, though it is arbitrarily con-
figured. In effect, the communication turns out to be a set of slot-independent
Bernoulli trials; hence this name used in the study:

Definition 2.8 (Bernoulli trials (BT) strategy). Let an ad hoc network of k
agents communicate over a finite communication round consisting of n slots and
configurable fized transmission probability p.

Bernoulli trials strategy is a synchronization strategy where fori € {1 2..., k},
Jj€{1,2,...,n} agent A; transmits its message M;, in a slot S; with a proba-
bility p € Uniform (0, 1), independently of its decision in other slots [23].

In the following, the strategy is referenced as BT strategy or simply: BT.
The strategy addresses Problem 1; the undeniable advantage of BT is its sim-
plicity. It is assumed that the configured value of p is fair and is configured in
the same way for all agents.

Since the number of communication round slots is known and preconfigured,
the alternative channel random access strategy is proposed:

Definition 2.9 (t-SLOTS strategy). Let an ad hoc network of k agents com-
municate over a finite communication round consisting of n slots and the given
fized transmission set cardinality t.

t-SLOTS strategy is a synchronization strategy where for i € {1,2,...,k}
agent A; selects its transmission set, choosing randomly t out of n available
communication slots, then transmits its message M; in these t selected slots.

The strategy will be referenced as t-SLOTS in this document. Similarly to
BT, t-SLoTs strategy addresses the problem 1. The further analysis assumes
that the configured cardinality ¢ is fair (i.e. common for all agents), and that the
selection of slots to build the transmission sets follows a uniform distribution.

2.6 Research hypothesis

One last technical aspect must be clarified ahead of the hypothesis statement.
Two strategies introduced in the previous section appear asymptotically conver-



2.6. RESEARCH HYPOTHESIS 21

gent; therefore, a scale factor is essential in their juxtaposition. The size of the
communication round n is flexible: while considered possibly compact and al-
ways limited, depending on the application use case, the expected network size,
and the medium available, the practical slot count may surge to an arbitrary
value. The network size k is more impactful, as this is limited in all practical
applications. Estimation of the pragmatic ad hoc network size can be based
on the reference to the analytic works and the service provider’s specification.
It turns out that the pragmatic synchronization networks contain from just a
few, up to a few thousands nodes. Contemporary protocols can address up to
hundreds of agent devices connecting to a single BTS over the random-access
channel during congestion, while realistically handling much less during their
common operation [62, 73, 96]. Dynamic development of the military ad hoc
networks and the civil Internet-of-Things elevates this threshold to the challeng-
ing order of thousands of agents synchronizing ad hoc in the local area* [5, 6].
With the provided background, the research-relevant network size is specified:

Definition 2.10 (Pragmatic-size ad hoc network). A synchronizing ad hoc net-
work size is told to be pragmatic if n, the number of its agents, does not exceed
low thousands.

Notably, the available sources quoted above mostly focus on the final consis-
tency promise rather than time-critical synchronization. The adequate network
scale to address the time-critical use cases described in Section 2.3 varies be-
tween tens and hundreds of agents.

Now, referring to the Problem 1, the research hypothesis is stated:

Hypothesis 1. Given the time-critical ad hoc synchronization problem, the
pragmatic-size network can achieve better average synchronization results if ev-
ery agent randomly selects the constant-size transmission set out of the available
slots rather than separately deciding to transmit or not in each slot.

In other words, the above hypothesis theorizes that in an average case, the
t-SLOTS strategy outperforms the BT strategy in the attempt of ad hoc synchro-
nization over the constrained random access channel. It could seem unlikely,
as the only difference lies in a method of tossing slots to be included in the
transmission set, and both strategies are equally simple, not using any complex
computations or smart manipulations. In fact, each slot of the communication
round has the same probability of being selected to the transmission set of a
particular agent in both ¢-SLOTS and BT strategies when they are configured
adjacently®. Although counterintuitive, the hypothesis is to be confirmed in
the two following chapters dedicated to all-agent synchronization and to fault-
tolerant synchronization.

4 While the supported total number of connections is aimed for 108 per km? [69], specifi-
cations assume that only a small subset of agents attempt to synchronize with a specific BTS
simultaneously.

5See Subsection 3.4.1 for details.



22

CHAPTER 2. THE SYNCHRONIZATION PROBLEM



Chapter 3

All-agents synchronization

3.1 Objective

Given the formal problem definition (Problem 1), it is fundamental to define the
proper measures that help to confirm or refute the stated Hypothesis 1. The
better average synchronization results in the hypothesis naturally translates to
the higher chance of successful synchronization. While being the fundamental
one, it is not the only important aspect of ad hoc synchronization. Others are:
predictability of the network behavior, impact of the misaligned agents’ config-
uration, detectability of the malicious agents, efficient energy management, and
channel pollution. In this chapter, the BT and ¢-SLOTS strategies are assessed
and compared concerning the above.

The most accurate quality measure to verify the research hypothesis is the
probability of ad hoc synchronization', which is individual to the applied slot
random access strategy. The above requires a precise statement of what the syn-
chronization means. Within this chapter, the ultimate communication success
of all participating agents is analyzed, following the definition:

Definition 3.1 (All-agents synchronization). Given agents Ay, ..., A, the syn-
chronization occurs if for every i € {1,2,...,k} message of agent A; is trans-
mitted in at least one collision-free slot of the communication round.

For both strategies, the objective is to find the all-agents synchronization
probability formula, parametrized with the n number of slots, the k£ count of
participating agents, and the strategy-specific configuration. These formulas will
allow for the characterization of each strategy and their juxtaposition for the
parameters reflecting the pragmatic network sizes. Also, the exact algorithms
of BT and t-SLOTS strategy-implementing agent, along with the results of the
performed experiments, are presented in this chapter.

1 A standalone term synchronization is used in this chapter to describe the event suc-
cessful according to the Definition 3.1. Achieve of the synchronization is a distinguishing
criterion itself; agents may or may not synchronize their information, while a term successful
synchronization would be a tautology.

23
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All experiments were conducted in the statistical analyzer program devel-
oped by the author, available open-source online [86], altogether with the statis-
tical experiment results. The agent algorithms’ (Algorithm 1, Algorithm 2) sam-
ple C-language implementation [84], as well as the Python library [85] including
the implementation of the key formulas derived in this chapter (Theorem 3.1,
Theorem 3.4) are open-source, available online.

3.2 Bernoulli trials strategy

Agents’ channel random access strategy referenced as Bernoulli trials (BT), an-
alyzed in this section, has been defined formally by Definition 2.8, in Section 2.5.
The core analysis of this strategy, comprehending the most important outcomes:
BT synchronization probability formula and the optimal configuration p value,
has been published in the author’s previous work [23]. This study presents
and extends the obtained results, offering an improved formalization (incl. the
sample space of communication events), detailed proofs, and deeper analysis.

The following subsections present the agent’s BT strategy algorithm, com-
munication events sample space, all-agents synchronization probability formula,
optimal p configuration, and BT strategy properties supported by statistical ex-
periments and calculation results.

3.2.1 Agent’s algorithm

BT strategy sources from the slotted ALOHA protocol [18, 56, 71, 76] , but
in the ad-hoc time-critical synchronization attempt (Problem 1) agents have no
network feedback, collision detection, or the backoff mechanism implemented.
The exact BT strategy agent’s algorithm? (Algorithm 1) is likely the most
straightforward approach to the ad hoc channel random access.

Algorithm 1 Bernoulli trials (BT): Transmission set selection procedure [23]

Given generator RNG,,, returning m random bits
Given n, p
T+ 0
for i < 1 ton do
r < RNG,,()
if » < p then > r is interpreted a number in [0, 1]
T+ TU {i}
end if
end for
return T > T contains indices of the chosen transmission set

=
154

The required input parameters are: n — the number of slots in the com-
munication round (required for a stop condition), p — the agent’s transmission

2 Although originally featured in [23], the algorithm embraces the general idea present in
the literature and the implemented protocols described in Section 2.5.
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probability in each communication slot. The returned set T' contains indices of
slots chosen by an agent to transmit in.

From the high-level view, the algorithm execution takes n iteration steps,
performing basic operations for each slot of the communication round. How-
ever, this kind of algorithm aimed at embedded systems requires a more detailed
understanding. The algorithm’s computationally demanding operation is a ran-
dom number generation. The number m of generated random bits in 5th line
varies depending on the required precision and the representation of p. If k is a
power of 2, precise drawing with optimal p = % (see Theorem 3.2) requires only
a few random bits. However, for k # 2°,7 € N, the number of bits rises quickly
to guarantee the relevant precision when evaluating condition r < p. When the
required precision is ¢ € [0,1], RNG,, must generate m = [log2 (é)] bits each
step; assuming the complexity of a pseudorandom bit generation to be O(1), the
overall time complexity of the BT strategy agent’s algorithm is O (n log, (%))
It is noteworthy that precision scarification must be done carefully, as BT is
highly sensitive to the changes of p.

If the communication slot can be referenced by a restricted-size index num-
ber, the pessimistic space complexity of the presented Algorithm 1 would be
O(n) and on average the approximately np slot references are stored in the
returned transmission set. As the iteration steps are independent, if communi-
cation slots are time-domain separated, the algorithm could be streamlined to
be a decision generator, yielding transmit/not-transmit decision each slot; such
an improvement reduces the space complexity to O(1).

3.2.2 Sample space

Before the synchronization event probability formula is presented, the sample
space must be established. This space event represents a possible combination
of the agent’s transmission sets when they implement the BT strategy.

Definition 3.2 (BT communication event). Given the communication round
slots S1,...,Sn,, agents Ay, ..., A and their transmission sets o1, ..., 0}, where
(Vie{1,...,k}) 0; C{S1,...,Sn}, the BT communication event is:

£eT op = (01, 0%) (3.1)

=5 PR

The sample space of BT communication events contains all the possible
combinations of the agent’s transmission slots.

Definition 3.3 (BT communication event sample space). Given the commu-
nication round slots Sy,...,Sn, agents Aq,..., Ax and their transmission sets
O1y...,0k, where (Vi € {1,...,k}) 0; C {S1,...,Sn}, the BT communication
event sample space is:

Q8 ={(o1,....00) : (Vi€ {1,...,k}) (0: € P({S1,---. Su}))} (3.2)

where P ({S1,...,Sn}) is a power set of communication slots.
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Lemma 3.1 (Cardinality of the BT communication event sample space).
|QBT | = 2% (3.3)

Proof. Foreachi € {1,...,k} transmission set o; belongs to the P ({S1,...,S,}).
After Fact 4:
loi| =P ({S1,..., 5.} =2" (3.4)

Agents Aj,..., A are independent and all their individual transmission set
combinations appear in the sample set QETk Therefore:

Q2| = |og|F = 27* (3.5)
0O

The naive method of the synchronization probability calculation would be
iterating over the BT communication events and counting these representing
synchronization, then comparing the number against the sample space cardi-
nality. However, the cardinality of a sample space highlights that the naive
method becomes infeasible even for small networks. Given the network of £k =9
agents attempting to synchronize in the communication round of n = 30 slots,
the cardinality of the sample space is on the same order of magnitude as the es-
timated number of atoms in the universe®. This observation highlights the need
for the development of a practical formula for the BT agents’ synchronization
probability.

3.2.3 Synchronization probability

The probability formula to be derived relates to the below event.

Definition 3.4 (BT all-agents synchronization event). SuccessE,Tk’p denotes a

synchronization of k agents implementing BT strategy with the transmission
probability p, in the communication round of n slots:

5JBIW)% € SuccessEL’p — Vie{l,....k}) o & U oj (3.6)
J#i
The synchronization event, in accordance to the Definition 3.1, is character-
istic of at least one successful transmission per agent; this takes place when each
agent’s transmission set contains at least one unique slot that is not shared by
any other transmission set. Families of such sets are named dominant (Fact 5).
The BT communication event may be illustrated as a binary matrix of
agents’ activity, as in Figure 3.1. Each matrix column z; = (z1;,22j, ..., Zk;)
reflects all agents’ activity of the single communication slot. Columns con-
taining only one non-zero value represent slots of the successful transmission;
they are marked as e;, where 7 is an index of the uniquely transmitting agent
(zj =& = wij = 1N |z;]l =1).

3 The number of atoms in the universe is estimated to be circa 1078 — 1082 [38]. While the
cardinality of BT communication event sample space |QETk| = 2270 ~ 1081
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Figure 3.1: Matrix representation of an exemplary BT communication event EEI ,,,,, os

for £k = 3 agents and n = 12 slots. Columns represent the slots; rows represent the
activity of agents. 1s stand for a transmission, Os stands for remaining silent. Depicted
event is the all-agent synchronization since every agent avoids collision at least once
(A; in the last slot, As in the 2" slot, A3 in the 1%, 7", and 9" slot).

Fact 12 (BT synchronization event condition).
EEITW’% € SuccessE)T,c,p — (Vie{l,2,...k})3Fj€{1,2,...,n})(T; =&))
The probability of all-agents synchronization is derived directly from the
Fact 12. The proof was originally published in the author’s previous work [23];
a more detailed version is presented below.

Theorem 3.1 (BT all-agents synchronization probability). For any n,k € N,
and p € [0,1] the synchronization probability in Bernoulli trials strategy equals:

a

Pr [Successgﬁc’p] = i(fl)“ <k) (1- az)n (3.8)

where z = p(1 — p)k~1.

Proof. The SuccessEL’p is the BT synchronization event that occurs for agents

transmitting with probability p each slot. Therefore:
Pr [Successij}c’p} =Pr((vie{1,2,..k})(Fj € {1,2, .n})(T; =7)] (3.9)

Given the opposite event and the Probability Complement Rule, the above
equation is equivalent to:

Pr {Success,BLTk’p] =1 —Pr[~(Vi € {1,2,...k})(3j € {1,2,...n})(7, = )]
=1 —Pr[(3ie{1,2,..k}))(Vj € {1,2,...n})(; # &)

(3.10)
The condition of the opposite event is met when at least one agent A;,
i € {1,2,...,k} had no successful communication. However, there may also

be more such agents: 2 out of k, 3 out of k, ..., k out of k. To appropriately
count the probability of these overlapping events, the probabilistic version of
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Inclusion-Exclusion Principle (Fact 6) is applied.

k
Pr[SuccessETk’p]:1—2(—1)‘”1 3 Pr[/\(VjE{l,Z...JL})(@#Et)]

a=1 TC{1,....k}, teT
|T|=a

(3.11)
Note that for each j € {1,2,...,n} the probability of Z; # € is the same,
and the events depicting agent’s activity in different slots are independent of
each other. Also, probabilities of the success transmission of different agents are
disjoint; they’re also identical since they transmit with the same probability p.

k n
Pr {SuccessE’Tk’p] =1- Z(—l)‘“rl Z , <Pr l/\ (T1 # EQ])

a=1 TC{1,.. teT
|T|=a
k n
=1 — Z(—l)a+1 Z (1 — Pr [\/ (Tl = ét)‘|>
a=1 TC{1,....k}, teT
|T|=a
b k
=1— 2:(—1)“+1 (a) (1—a-Pr[z; =¢])"
a=1

(3.12)

The particular probability of a success transmission Pr[Z; = €] is static

and equals p(1 — p)*~! as it occurs when the single agent transmits and all

other does not (single transmission success in Bernoulli trials). From this point,

just a few transformations of the summation range lead to the final form of the
formula.

Pr [Successﬁlp] =1- Z:(*I)QJrl <k> (1 —ap(1 *p)kfl)n

where z = p(1 — p)F—1. O
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The formula derived above makes it feasible to calculate the exact probability
of BT synchronization event under a given network setup n, k, p, even for high
n and k.

3.2.4 Optimal probability choice

The formula of Theorem 3.1 also allows to answer the following question. What
is the optimal agents’ p value to maximize the synchronization chance?

Driven by the idea that when p = % the expected number of agents trans-
mitting in the slot is 1 (which reflects the successful transmission), Theorem 3.2
below proves that this is indeed the optimal value of p. The probability formula
and the auxiliary parameter z are analyzed as continuous functions. First, two
auxiliary lemmas are proved.

Lemma 3.2. The function

f(z)=2(1- x)kil, (3.13)

defined for x € [0,1] has range [O, %] and reaches its maximum for x = %

Proof.
) = (-2~ ka) (3.14)

Noticeably, 4L f(z) > 0 for « € [0,1). Also, L f(z) < 0 for z € (%,1). For

T = % and x = 1, the value of derivative is zero; thus, f(z) reaches its maximum
for z = %, as this is the only point where % f(x) changes its sign from positive
to negative on the interval [0, 1].

For z € [0,1], min f(z) = 0 when z = 0 and x = 1; max f(z) = f (%) < %,

because for k > 1:

L e (T N (R T T
O
Lemma 3.3. The function
a k n
() = 31 () (e (3.16)
is increasing on the interval (0, %], forn, ke N,.

Proof. This proof follows the mathematical induction over k. For k = 1,
gni(z)=1—(1—2)" and g, (z) =n(l —z)"~! >0 for z € [0,1].

Then, assume for some k function g, () increases in the interval x € (0, %],
with this assumption it can be shown that g, x+1(2) increases in the interval

T € (O,k—il}.
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Calculate the d% 9n.k+1(x). The first operation employs the Chain Rule; after
a few simplifications, the summation range can be adjusted

k+1
cii;gn,l~c-~-1(33) = Z(—l)a (k + 1) %(1 —ax)"

a
a=0

_ %(-1)@ (’“ * 1> n(1 — az)" (—a)

a=0

(3.17)

nlil(—m—l (k + 1) a(1 — az)"!

a=1

k
=00 (S @ - e

o a+1

Noting that (ZI}) = (’;)'g—i}, the relation between g, ;1 and g, is exposed

(@) = naZ]l(—na (’“) (k+1)(1 -2 — az)"~!
k n—1
=n(k+1)(1 x)nl;(_l)a(iz) (1 o _x) (3.18)
—n(k+ 1)1 - 2)" g (1 v x)

Three leading terms of the product are positive for n,k € N and z € (0, k%_l]

The sign of the derivate depends ultimately on the last term: g, (ﬁ)
Observing that:

(3.19)

It is guaranteed that for = € (0, %H} that 0 < %= < 4. Since the function

Gn k (ﬁ) is increasing on (0, %] by the inductive assumption, and its leftmost

value is zero for n,k € N

Ink(0) = zk: (2)(1)“ = Zk: (S) (-1t =(1-1)"=0 (3.20)

a=0 a=0

The value of g,k (ﬁ) is positive; just like the whole d% 9n,k+1(x). Therefore,

the induction step is proven, and the function g, () increases in the interval
ace(0,%],forn,k€NJr O



3.2. BERNOULLI TRIALS STRATEGY 31

The above lemmas are used to prove the optimal value p of the agent’s
configuration.

Theorem 3.2. For anyn € Ny and k > 2:

1
aigé‘[(r)nlz]ix Pr [Successm—f:p} = = (3.21)

Proof. Two introduced functions, f and g, represent respectively: parameter z

from Theorem 3.1, and Pr {Successsz,p] Consequently:

arg max Pr {SuccessSTk p} = arg max g(f(p)) (3.22)
pel0,1] o pel0,1]

As shown in Lemma 3.2, for 0 < p < 1 values of function f(p) belong to the range

between 0 and %, reaching the top value for p = % After Lemma 3.3, function

g(z) is increasing between 0 and 4; therefore, g(f(p)) reaches its maximum for
1

p=1 m

Notably, the optimal configuration is independent of n at all. The agent’s
transmission probability must be adjusted only to the anticipated number of
agents accessing the channel.

3.2.5 Characteristics and statistical experiments

Table 3.1: The optimal BT strategy synchronization probability values in the setup
of n =30 slots and k € {4,6,8,10} agents.

D Pr [Successg({47p] Pr [Successgg,e’p] Pr [Successggy&p] Pr [Success?,g,w,p]
0.1 0.63776568 0.32612064 0.10069249 0.01591415
0.125 0.73372351 0.39156136 0.11154706 0.01322441
0.166 0.81784803 0.42822021 0.09054602 0.00510975

0.25 0.86364095 0.32969834 0.01939766 0.00008824

An open-source Python library developed by author [85] includes the im-
plementation of Theorem 3.1 formula. Statistical experiments were conducted
to demonstrate the proven formula empirically [86]. Sample experiment data,
accompanied by the calculation results, is presented in Figure 3.2. The figure

displays the critical characteristics of Pr [Successﬁl)p .

Firstly, regardless of the communicating agent’s number k, the function
representing BT all-agents synchronization probability has a single maximum
point. In Figure 3.2, it is clearly visible how arg maxp value varies for differ-
ent k’s, and always equals % following the principle from Theorem 3.2. Exact
maximum values of BT all-agents synchronization probability are bolded in
Table 3.1; the table data corresponds to the setup presented in Figure 3.2.
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Bernoulli-Trials Strategy
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Figure 3.2: The BT strategy synchronization probability (Theorem 3.1) as a function
of the single-slot agent transmission probability p. Results for k € {4,6,8,10} agents
synchronizing in the communication round of n = 30 slots. Vertical ticks represent
the statistical test data, with a margin of error (10,000 tests per sample; MO Ey. 999
[53])-

Secondly, the figure shows how quickly the achievable probability of all-agent
synchronization plummets when the number of agents k increases. In the 30-slot
communication round, four agents implementing the BT strategy have almost
a 90% chance of successful synchronization when they are configured optimally.
The chance rapidly decreases to less than 43% for six communicating agents,
11% for eight agents, and just below 1.6% for ten agents. Any protocol based on
the BT strategy all-agents synchronization in the single communication round
remains highly vulnerable to network congestion, quickly losing any practical
synchronization chance when the number of communicating agents rises.

Finally, the shape of plots in Figure 3.2 — they are concave and asym-
metric, with the left arm sharper than the right one*. For any presented k,

Pr [Successglp] values rapidly decay as the p deviates from its optimum value.

The slope smooths out as the function values approach zero, finally always con-
verging to zero at both ends of the domain. The asymmetry is also present in
the range of near-zero function values. On the left boundary of the domain, the
near-zero plateau is observable only for a higher k£ number of communicating
agents. Contrary, the right-hand part of the plot is at least partially flat for any
k > 2; in the presented setup, when n = 30 and k = 6, synchronization chance

4 This holds true for all & > 2. However, when k = 2, the optimal p = %, and the

Pr [Success?l:rk)p] function of p remains perfectly symmetric.
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is already zero for any p > % These observations highlight how particularly
fragile against any imperfect configuration of p the BT strategy is.

3.3 tSlots strategy

This section provides a focused analysis of the ¢-SLOTS channel random access
strategy in the all-agent synchronization problem. The strategy itself has been
formally stated by Definition 2.9 in Section 2.5. The idea behind this is to
eliminate the BT’s variance conditions and improve the fairness of channel
access. As for the BT strategy, the pivotal results of {--SLOTS performance have
been published in the author’s previous study [23], and the analysis is extended
and more formal.

Analogously to the BT-dedicated section, the following subsections embrace
the agent’s t-SLOTS strategy algorithm, ~-SLOTS communication events sample
space, all-agents synchronization probability formula, optimal p configuration,
and ¢-SLOTS strategy characteristics along with results of the calculation and
statistical experiments.

3.3.1 Agent’s algorithm

Each agent of the t-SLOTS strategy must select a random transmission set of car-
dinality ¢ independently. The algorithm for selecting random, fixed-size subsets
by accumulating the selected elements at the end of the collection with swap-
ping was introduced in [29]. This method is leveraged in the implementation of
t-SLOTS agent proposed in the author’s previous work [23].

Algorithm 2 ¢-SLOTS: Basic transmission set selection procedure [23]

Given generator RNG,,, returning m random bits

Given n, t

Initialize array T'[1 : n] with T[i] =1

for i<~ ndownton—-t+1do
r < RNG,,() > r interpreted as a number € [0, 1]
s« [ir] >se{l,..., i}
Swap T'[s] and T[i]

end for

return T'[n —t + 1 : n] > last ¢ elements are the indices of the chosen slots

The required input parameters are: n — the number of slots in the commu-
nication round (required for a stop condition), ¢ — the cardinality of the agent’s
transmission set. The returned collection T contains indices of the transmission
set slots. The above applies to all the algorithms presented in this section.

Algorithm 2’s time complexity is affected by the n-length table initialization
in line 3. When n is significantly larger than ¢, a lazy algorithm that skips
the initialization part may be preferred. The proposed Algorithm 3 offers bet-
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ter time and space complexity, since it only makes t iterations with the basic
operations.

Algorithm 3 ¢-SLoTs: O(t) transmission set selection procedure

: Given generator RNG,,, returning m random bits
: Given n, t
: Given empty set T, empty map U >T <+ 0
: for i <~ ndownton—t+1do
r < RNG,,() > r interpreted as a number € [0, 1]
s < [ir] >se{l,...,i}
if s € U then
T+ TU{U|[s]}
else
T+ TU{s}
end if
Uls] i
end for
return T > T contains indices of the chosen slots

© X NPT RPN

— e e
L

Aside from collection operations, the computationally expensive (thus, also
energetically expensive) part of each iteration step of both algorithms is the
random bits generation. As the algorithms are designed for embedded systems, a
deeper look is required into this part of the complexity, which is identical for both
procedures. The number of random bits generated in each iteration is limited
by [log, n], as they are used to determine at most n distinct numbers in line 6 of
both algorithms. The remaining operations of swapping in the array as well as
lookup, reading, and writing in the map are all O(1) [26]. Therefore, assuming
that the single RNG bit generation operation is also constant-time, in the context
of that operation, the Algorithm 2’s time complexity is O(n + tlog, n), and the
Algorithm 3’s time complexity is O(tlogy n).

One more algorithm, based on a substantially different approach, is worth
presenting. Since the anticipated realization of the abstract agent is the sensor,
cell device, or autonomous vehicle, the target platform would be a dedicated
embedded system with a microcontroller. Such remote device microcontrollers
often feature a dedicated security unit [65, 83] providing optimized extra-fast
security operations. Algorithm 4 utilizes the Format Preserving Encryption
(FPE) [12, 66] along with the key generator.

Despite the extra key K generation in the beginning and the encryption
operation during each iteration, Algorithm 4 may be highly efficient if it can
take advantage of the built-in FPE module or the controller-optimized security
library. The overall time complexity significantly depends on the complexity of
the encryption process in line 6. With an assumption that the Encg is linear
with respect to the number of the output bits, Algorithm 4’s time complexity
is O(tlogyn).

Algorithm 4 also reveals other interesting advantages versus the two pre-
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Algorithm 4 ¢-SLOTS: Transmission set selection procedure using FPE [23]

Given FPE encryption procedure Enc, where Enck : {1,...,n} — {1,...,n}
Given n, t
Generate a random key K
T+ 0
fori+ 1totdo
T < T UEncg(i) > Enci (i) €{1,...,n} Ni#j = Enck (i) #ZEnck(j)
end for
return T > T contains indices of the chosen slots

ceding ones. The security module can offer a better randomness source for K
generation (and tossing in consequence). Usage of the encryption may be an
argument for protocol fairness; for instance, when the synchronization aims to
select the leader by nominating the agent who made the first successful mes-
sage transmission — a random K value may legitimate that the agent adheres
to the protocol, instead of cheating by choosing early slots. The algorithm does
not use key K for any secret encryption; therefore, the key can be revealed
and used by the network also to detect a malicious agent’s activity (ex., the
active jammer pretending to follow the protocol) or even be used by a drain
to reconstruct the network activity in an attempt of the post-communication
interference cancellation.

The space complexity of the proposed algorithms are respectively: O(n)
for Algorithm 2 (to store the n-indices table), O(t) for Algorithm 3, O(t) for
Algorithm 4 (assuming here that the encryption does not require any abundant
data structures).

3.3.2 Sample space

In order to formalize the sample space, the t-SLOTS communication event is
defined.

Definition 3.5 (t-SLOTS communication event). Given the communication

round slots S1, ..., Sy, agents Ay, ..., Ax with a common configuration 1 <t<n,
and their transmission sets o1, ...,0k, where:
(Vie{l,...,k})(o; C{S1,...,Sn} Alos| =1t) (3.23)

the t-SLOTS communication event is:
Sl
55'1 ,Of.s,ak = (017 RN} O'k;) (324)

The above event represents any possible arrangements of k agents’ ¢ out
of total n slots selections. Contrary to the BT, agent’s configuration affects
the definition of {-SLOTS communication event, effectively cutting off significant
number of arrangements. The sample space of communication events is stated
for agents adopting the t-SLOTS strategy.
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Definition 3.6 (t-SLOTS communication event sample space). Given the com-
munication round slots Sy, ...,S,, agents A1,..., Ar with a common configu-
ration 1 < t < n, and their transmission sets o1, ...,0r, where equation 3.23
holds the t-SLOTS communication event sample space is:

Qf',‘c’tf ={(o1,...,06): Vie{l,...,k}) (s € P({S1,...,Sn}) Aloi| =)}
(3.25)
where P ({S1,...,Sn}) is a power set of communication slots.

By definition QELS',?E is a subset of QTBL-';C Its cardinality derives directly from
the number of possible transmission set selection combinations.

Lemma 3.4 (Cardinality of the t--SLOTS communication event sample space).

k
jQisiete| = (;L) (3.26)

Proof. There are (?) combinations of the selection of ¢ out of total n slots into
the single transmission set oy, ¢ € {1,...,k}. Transmission set selections are
= (" O

t

independent between k agents, resulting )Qﬁbs',‘c’tf

Albeit the t-SLOTS communication sample space has lesser cardinality than
its BT counterpart, their asymptotics are still comparable. Cardinality of Qf',?tf
grows rapidly, and for the sample setup of n = 64 slots, k = 8 agents, t = 8
selections per agent, its value (1.47 x 1077) has already an extreme order of
magnitude, close to the one mentioned in Section 3.2.2. Iterative counting of

synchronization events is infeasible, even for relatively small network sizes.

3.3.3 Synchronization probability, 2 agents

Aiming to derive a formula for synchronization probability, the t-SLoTS all-
agents synchronization is defined in accordance to Definition 3.1.

Definition 3.7 (¢-SLOTS all-agents synchronization). Successﬁi',gff denotes a

synchronization of k agents implementing t-SLOTS strategy with transmission
set size t, in the communication round of n slots:

£t € Successiy o = (Vie{l,....k}) [o: € | Jo; (3.27)
J#i
The observation that two agents must match their transmission sets to fail,

leads to the first synchronization probability formula. The below theorem ad-
dresses the special case of two synchronizing agents.

Theorem 3.3 (t-SLOTS all-agents synchronization probability, 2 agents). For
k = 2 agents, the synchronization probability of t-SLOTS agents is:

1
Pr(Success,, 2] =1 — - (3.28)

?)
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Proof. The synchronization fails if agents’ transmission sets o1, oy are exactly

the same. Given the (Tt‘) transmission set combinations, the chance of convergent

choice is (’Z)_l. This gives Pr {Successtns)'gfts} =1- (?)_1. O

When k = 2, the Pr[Success,, 2] = % for the minimal reasonable setup of

n = 2 slots and t = 1 selections; as the n rises, the probability approaches 1.
n

The optimal ¢ = 5 and the probability declines symmetrically when ¢ diverges
from this value.

3.3.4 Synchronization probability, £ agents

Unfortunately, when ¢ > 2 calculation gets significantly more complicated com-
pared to Theorem 3.3. Transmissions in different slots are not independent; as
every transmission set has a certain cardinality, arrangements of all slots have
to be analyzed together.

The approach could be partitioning a communication round into subsets
of the successful transmission slots S, ¢ (single transmission) and the failed
transmission slots Fj, k¢ (zero or multiple transmissions). However, it is not
trivial to group the feasible transmission patterns and count the cardinality of
these mutually-dependent sets. The more agent-centric approach is necessary
to find a probability of all-agents synchronization [23]; the formula along with
its detailed proof is provided.

Theorem 3.4 (t-SLOTS all-agents synchronization probability). For n,k,t €
N, the probability of communication success for the t-SLOTS strategy is:

Gn,k,t

("

Pr[Success,, 1.1] = (3.29)

Where:

6= X (1) <a1’||?|’|ak>(_l)k+uanﬁ(nt_ )

a€cCr,t

for:
Cre = {{a1, ) : (Vi€ {1, k}) (1< s <t A oz €N}

Proof. The denominator in the main formula represents the cardinality of the
sample space and comes directly from Lemma 3.4.

The challenging part is finding the G,, 1, which stands for the cardinality
of synchronization events set in the setup of k£ agents, transmitting in ¢ out of
total n communication slots. The precise conditions determining such events
are stated in Definition 3.7. For each i € {1,2,...,k}:

1. each transmission set o; contains exactly ¢ elements;

2. the family of transmission sets is dominant [4], i.e. each transmission set
o; contains at least one unique slot, not contained by any other o, j # i.
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Determining the exact number of events matching the above criteria requires
the application of algebraic and combinatoric apparatus; thus, the right form of
representation is preliminarily introduced.

Each slot S; is considered separately as a agents’ activity vector T, where the
single x;, represents A;’s activity for ¢ € {1,2,...,k}. S; is then represented by
a multinomial x1* 2292 ... x.“*, where a; = 1 for A; transmitting their message
and a; = 0 for A; remaining silent. There are 2* possible combinations of such
multinomial, where:

0. no agent’s transmission is expressed by 1 (or: 219250 . .. a:ko);

1. k possible successful transmissions of the single agent are: x1, T2, ..., Tg;

[\]

. (’;) possible transmissions of 2 agents are expressed by x;x;, 1 <17 < j < k;

k. all agent’s simultaneous transmission is x1Zs ...z term.

The alternative of all possible combinations is expressed with a sum over
these combinations:

k

1+ (x4 .o+ xp) + .. + T120..2% :H(1+$i) (3.31)
i=1

Notably, all the individual variables are special, demarcating a desirable suc-
cessful transmission; to highlight these the elements, sum is modified:

k

k k
[[a+z) - Z i + Z iy; (3.32)

i=1

The same possible combinations may occur in every communication slot
independently. Consequently, the representation of the n-slot communication
round g, (T, 7) is defined:

k

k k n
In k(T ) = (H(l + i) — sz +szyz> (3.33)

i=1

Observe, that the g, 1 (T,7) — when expanded — is a multinomial of terms be-
ing the form of: ¢ @1 @22 ... 25 Y1 Y272 ...y, Bach ay,v; € {1,2,...,n},
while ¢ is an individual coefficient. In the above multinomial x;% stands for
agent A; transmitting a; times as well as y;7* stands for agent A; having ~;
individual (successful) transmissions.

Every term either represents the possible t-SLOTS communication event
Ets'°t_5,0k (Definition 3.5) or not. Also, every term either signifies the t-SLOTS all-

o1,
agent synchronization event Successfvl,gftS (Definition 3.7) or not. The conditions
determining above are respectively:
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1. (Vi€ {1,2,....k})(a; =), that ensures the term represents £'°'

Ok

2. (Vie{1,2,...,k})(v; > 0), that ensures the term represents Successf,',gfts.

The coefficient ¢ denotes the number of the actual distinct events represented
by each term. Therefore, to find G, i+ (the number of distinct synchronization
events), coefficient ¢ values must be summarized from all the terms matching the
above conditions. These terms are selected by two consecutive extraction oper-
ations (introduced with Fact 8). Firstly, the application of [x1t...z;!] extracts
only the terms representing actual t-SLOTS communication events, providing
every agent transmit exactly ¢ times. Secondly, the terms representing synchro-
nization events are extracted by application of [y"...y)*, 71, ...,7% € N4] (in a
compact form: [57,7 > 1]5), providing at least one successful transmission per
agent.

According to the strategy sketched above, initially ¢, x(Z,7) is transformed:

= (Hl 1+ ;) —|—sz yi )n

5 () (Sr) (o)
> (1))

M is transformed further following Multinomial Theorem (Fact 2):

(sz i1 )a -y ((;)xaﬁ(y— 1)%‘) (3.35)

gn,k(fa y)

(3.34)

while F is transformed following the Fact 9:

F = <ﬁ(1 + m)na = _Za (g

i=1

k
n—a
3.36
(") ow
Combined together, M - F gives:

= > (( ) - EH(ng_iayyi_l)ai)' (3.37)

H_a||_a B=n—a
az0 B0

5 See Section 1.4 for the notation details and the ”>” operator definition.
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Application of the first extraction [z1’...z%"] to g, x(T,7) retains only the
sum elements meeting «; + 5; = t criterion. For each i € {1,2,...,k} this
consequences with «; <t and B; =t — «;. Effectively:

[arta] gn,k(f,m; () = <<a>f[<tn—a)(yl)>

(3.38)
Proceeding, with application of [yiﬁ = 1], the G, 1+ formula is obtained:

Gn,k,t = liy’y’ﬁ = 1] [xlt'~'xkt] gn,k(Ta y)

I
<
\.Q‘
2|
Y
s
ey
e 3
N~
VR
N
o o
"

(3.39)
where the last element Y is further transformed to extract the count of the
synchronization events exclusively:

k
Y=, 5=1] ][ -

i=1

k
= [y171~-~yk%a717~--7’7k S N/\’Yl, ey Ve > O] H(y —
=1

k k a; )
= 1w > 0)( = I wn>0>] <ij>yi’"(—1)a”
i=1 i=1 r=0
k k
1P <%> H(z( Y- )
i=1~;2>1 1= vi=0 i
v EN viEN

ﬁ ( 1-1)~ —1)"1‘) = ﬁ(_1)ai+1 = (—1)leli+x

i=1 i=1

(3.40)
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Finally, given the Y obtained above, the formula for G, 1 is derived:

() (I )e))

7

A ((n%) (al,Hi','ak) MMH (’2‘_'51“))

Gn,k,t = Z <Z>

(3.41)

3.3.5 Optimal transmission set cardinality

The configured value of ¢ shall be greater than zero and not greater than n—k+1.
When t — 1 > n — k, there is no chance of ¢-SLOTS all agents synchronization
due to the Pigeonhole Principle (Fact 10). Finding the precise formula for
arg MaX;c (2, n—k41} 1S perplexing, as the ¢-SLOTS synchronization probabil-
ity formula is complex and not continuous. Despite that, with Theorem 3.4 the
optimal ¢ calculation is straightforward.

If £ > 7, transmission sets must certainly overlap; thus, further increasing
the ¢t above this threshold will cause more conflicts, effectively deteriorating
the chance of synchronization. Knowing this upper bound, simple linear Algo-
rithm 5 is proposed to find the optimal argument ¢ value for t-SLOTS synchro-
nization probability.

Algorithm 5 t-SLOTS: The optimal transmission set cardinality ¢ [23]

. given procedure prob(n, k,t) to calculate Pr[Successfls,',Sff]

: given n, k

it 2]

p < prob(n, k,t)

: while t > 1 A prob(n, k,t — 1) > p do

p < prob(n,k,t — 1)

t—t—1

: end while

: return ¢ > returns the optimal ¢ for given n, k network preset

A compelling and counter-intuitive phenomenon is observed, that often the
optimal cardinality of transmission set is noticeably smaller than | % ]. As shown
in Table 3.2, given the 30-slot communication round: for k = 4 agents the
optimal ¢ = 6 (1 less than |32 |), for k = 8 agents the optimal ¢ = 1 (2 less than

L5))-
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Figure 3.3: The t-SLOTS strategy synchronization probability (Theorem 3.4) as a
function of the transmission set size ¢, linear interpolation. Results for k& € {4,6,8,10}
agents synchronizing in the communication round of n = 30 slots. Vertical ticks
represent the statistical test data, with a margin of error (10,000 tests per sample;
MOEjy.999 [53]).

3.3.6 Characteristics and statistical experiments

An open-source Python library developed by author [85] includes the implemen-
tation of Theorem 3.4 formula. Similarly to the BT strategy, the ¢-SLOTS syn-
chronization probability formula has been confronted with the statistical tests
(raw test results are available [86]). The sample experiment data is exposed in
Figure 3.3 and the corresponding Table 3.2.

Contrary to the BT, in the t-SLOTS strategy domain of the probability
formula is not continuous, as the transmission set cardinality ¢ may take only
integer values. The calculated synchronisation probability values in Figure 3.3
are represented as a linear interpolation to expose them from the experiment
results. In addition, the results of the experiment match the values calculated
with the formula of Theorem 3.4.

A particular case of k = 2 was already characterized in Section 3.3.3. For

k > 2, the function of Pr [Successf',?tts} is asymmetric, concave, and has a single

maximum point. The function grows rapidly from zero for ¢ = 0 to the maximum
reached for ¢ < [%]; then it recedes at an accelerating rate after some close-
optimal values decline to smoothly reach the zero values. When the number of
agents k is significantly smaller than the number of available slots n, the wide
plateau of suboptimal values is formed around the maximum point; with an
increase of k, the maximum value is decreased, and the function shape reveals
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Table 3.2: t-SLOTS strategy synchronization probability, n=230, k€ {4,6,8,10}.

t Pr [Successg%‘,’fjt] Pr [Successgsol‘,’éft] Pr [Success&%"’;t] Pr [Successgsol?{%,t]
1 0.81200000 0.58644444 0.35968593 0.18463878

2 0.90193317 0.65685418 0.35400007 0.12994318

3 0.94513736 0.70734075 0.34495816 0.08957469

4 0.96134225 0.70793747 0.28364982 0.04192549

5 0.96720406 0.67534335 0.19692091 0.01238292

6 0.96786719 0.61510080 0.11152155 0.00208525

7 0.96481001 0.52977732 0.04883826 0.00018456

8 0.95802394 0.42406846 0.01557733 0.00000838

the pronounced peak.

Given the example of n = 30 slots and k € {4,6,8,10} agents presets, how
quickly does the probability of t-SLOTS all-agents synchronization decrease when
the agents’ congestion rises? For k = 4, the maximum #-SLOTS synchronization
probability is almost 97%, and retains above 0.5 for 1 < t < 16 (half of the
domain). For k = 6, the maximum probability value is just 70%, while 0.5 is
achieved only for 1 < ¢ < 7 (less than a quarter of ¢ configuration domain). For
k = 8, the probability values already do not reach 36%.

3.4 Comparison

Both BT and t-SLOTS strategies address the same problem slightly differently;
the multi-factor comparison is presented to expose their strengths and weak-
nesses. The comparison is made for pragmatic network sizes, as stated in Def-
inition 2.10 and the all-agents synchronization setup (Definition 3.1). The fol-
lowing subsections expose the ¢-SLOTS strategy advantage, which aligns with
the research hypothesis (Hypothesis 1).

3.4.1 Probability of the synchronization

The primary comparison factor is the probability of synchronization that can
be achieved in the network when adopting the BT or t-SLOTS strategy. The
strategy must guarantee the highest possible probability of synchronization to
be practical. The overall chance of synchronization depends on the number
of slots in the communication round n, the number of synchronizing agents k,
and the correctness of the strategy configuration. That is, respectively, the
probability of a transmission in the single slot p for BT and the cardinality of
a transmission set for -SLOTS.

Naturally, the higher the congestion of agents in the communication round %,
the lower the chance of all-agent synchronization; both strategies’ performance
must be compared for the same setup k,n. The setups of the examples from
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Figure 3.4: Compared BT and t-SLOTS agents synchronization probabilities, they
are given as a function of the expected number of individual agent’s transmissions (pn
for BT, ¢ for t--SLOTS). The communication round of n = 64 slots and (a) 4, (b) 8,
(c) 12, (d) 16 synchronizing agents are presented. The synchronization probability of
t-SLOTS is displayed as a linear interpolation; vertical ticks represent the statistical
test data, with a margin of error (10,000 tests per sample; MO Eq.g99 [53]).

the previous sections match together; thus, a juxtaposition of Figure 3.2 and
Figure 3.3 already reveals the advantage of the t-SLOTS strategy.

To highlight the difference in performance of both strategies, Figure 3.4
presents four plots that illustrate the synchronization probability achieved by
strategies for setup of the n = 64 slot communication round and k € {4,8,12,16}
agents. Aside from calculated synchronization probabilities, the plots show the
statistical test results for the respective configurations. As the configuration
domains of p € [0,1] and ¢ € 1,2, ..., n diverge, the data is organized so that the
horizontal axis scale presents the expected number of agent transmissions. For
the BT strategy, it is the transmission probability p multiplied by n number of
slots in the communication round; for the £-SLOTS strategy, it is the transmission
set cardinality ¢ directly. When np = t under the same n, k setup, it is told
that BT’s and ¢-SLOTS’s configurations are adjacent.
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Regardless of the setup n, k, for the same expected value of the agent’s
transmissions number ¢-SLOTS strategy guarantees the higher probability of all-
agents synchronization. When the probability of synchronization converges to
1 (Figure 3.4a), the difference becomes negligible. For low congestion, both
strategies offer almost certain synchronization for a wide margin of p/t con-
figuration value. t-SLOTS strategy agents reveal a slightly higher tolerance to
the imperfect configuration that has a broader plateau of near-one values; syn-
chronization probability decreases rapidly for both strategies, reaching zero for
the expected number of zero transmissions per agent and 60 transmissions per
agent.

The advantage of ¢-SLOTS becomes truly observable as the congestion in-
creases and the environment becomes more challenging. For k = 8 (Figure 3.4b)
t-SLOTS’s maximum synchronization probability is 1.26 times higher than BT’s
(0.904 vs. 0.716), for k = 12 (Figure 3.4c) it is already 2.59 times higher (0.474
vs. 0.183), and for k£ = 16 (Figure 3.4d) it is 9.21 times higher (0.129 vs. 0.014).
This example also exposes how quickly the achievable synchronization probabil-
ity decreases along with the increasing congestion in the communication round.
On the other hand, the setup of 12 agents communicating in the round of 64
slots is already immensely challenging, giving roughly only 5 slots per agent,
and every agent must transmit in at least one slot as the only one. BT strat-
egy becomes non-pragmatic earlier: for the n = 64 slots it does not achieve a
synchronization probability close to 0.5 for k£ > 9, while the ¢-SLOTS strategy
still achieves a synchronization probability of approximately 0.5 for k = 12. In
the round of 64 communication slots, for £ = 12, a double execution is expected
to result with the synchronization in the ¢t-SLOTS strategy. In contrast, 12 BT
agents have an expected number of more than five synchronization attempts
before reaching synchronization.

The preference of the t-SLOTS strategy comes not only with the higher syn-

chronization probability and the better resilience to agents’ congestion. Fig-

ure 3.4 also reveals the desired properties of the Pr {Successﬁif’ﬂ function shape.

Although for low k = 4 (Figure 3.4a) function shapes of both BT and ¢-SLOTS
strategies are similar, when the number of agents increases, they observably
diverge. For the BT strategy, it is a slightly asymmetric cone with a single
peak and a rapid decline to zero; for £ = 16 agents in Figure 3.4d, the rise
of the synchronization probability above near-zero values is barely observable.
The function shape for the t-SLOTS strategy synchronization probability is also
concave, asymmetric with a single peak, which is visible even for 16 commu-
nicating agents; notably, the function has steeper slopes and forms a broader
area of suboptimal values, which is mainly observable in Figure 3.4b, where the
values for 4 <t < 9 are within 5% from the function maximum.

3.4.2 Imperfect configuration resilience

A remarkably significant property of both synchronization strategies is a nar-
rowness of the non-zero synchronization probabilities range. The above range
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Figure 3.5: BT and ¢-SLOTS agents synchronization probabilities as a function of the
number of agents k. The communication round of n = 64 slots and the configuration
np, t optimal for a network of (a) k = 10, (b) k = 20 agents is presented. The achieved
synchronization probabilities are displayed as a linear interpolation; dots represent the
maximum strategy’s synchronization probability for a given k.

shrinks as the congestion of agents (%) rises; this is highlighted in Figure 3.4.
For higher congestion, even a tiny misconfiguration can drift the synchronization

probability to impractical values.

Despite the visibly higher maximum and wider suboptimal area of the t-SLOTS
strategy’s synchronization probability, the functions of both strategies plummet
at some points, reaching near-zero values at the same expected number of trans-
missions per agent. Figures 3.4b and 3.4c expose that the advantage of t-SLOTS
strategy becomes meaningless when the cardinality of the transmission set ¢ is
far misconfigured. The right p and ¢ preset of the analyzed strategies is difficult
- as it must be done ahead of the synchronization, either pre-programmed for
agents or announced to them before the synchronization starts; in both cases,
it must be estimated. This assignment is equally difficult for both strategies.

Figure 3.5 presents how the wrong estimation of p or t affects the synchro-
nization probability of each strategy. Linear interpolations in the plots represent
the actual probabilities of synchronization achieved for a given number of par-
ticipating agents while being fixed for a specific configuration, optimal for 10
(Figure 3.5a) and 20 (Figure 3.5b) agents. The dots represent the maximum
probability of synchronization, which is achievable if the agents are perfectly
configured.

The optimal configuration synchronization probabilities illustrated by dots,
identical in both plots of Figure 3.5, is a frame to compare the impact of mis-
configuration. This data already shows that while t-SLOTS indicates a higher re-
silience, so its achievable synchronization probability starts to decline for larger
k, the rising agents’ congestion causes both strategies to lose their synchroniza-
tion capabilities almost at the same pace (the function steepness for t-SLOTS is
just minimally lower). The phenomenon is regular, regardless of the network n,
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k setup, and manifests itself in Figure 3.5 with the ¢-SLOTS function having a
shape similar to BT’s but shifted right. The application of the ¢-SLOTS strat-
egy for n = 64 slots and k£ = 10 agent allows to achieve the synchronization
probability of 0.715, for the BT strategy achievable at most for kK = 8 agents;
for k = 15 agents t-SLOTS allows to achieve the synchronization probability of
0.184, BT is close to this at most for kK = 12 agents.

In real scenarios, the transmission probability p or the transmission set car-
dinality ¢ is adjusted for the network size k, which is usually under- or overes-
timated, this causes a deviation from the theoretical optimal synchronization
probability. The loss is proportional to the difference between the number of
agents for which the strategy is configured and the actual number of synchro-
nizing agents; results indicate that the loss is negligible when this difference is
small. When the configurations aim for & = 10 agents (Figure 3.5a), BT starts
visibly underperforming for £ < 8 and k > 12, ¢t-SLOTS starts underperforming
for k < 8 and k > 13. Considerably, the t-SLOTS strategy with this fixed con-
figuration guarantees a higher probability of synchronization than the perfectly
adjusted BT strategy for arbitrary k. When the configurations aim k& = 20
agents (Figure 3.5b), both strategies perform almost optimally for any k& > 15
number of agents; however, the probability of synchronization there is already
close to zero. At a low number of agents, synchronization probability drops (rel-

ative to the maximum achievable) significantly worse for BT than for ¢-SLOTS,

for example Pr {Successgl 643] drops from 0.930 to 0.599, while Pr [Successgf’g;]

drops from 0.987 to 0.786.

Two important conclusions may be drawn from the analyzed data. The
first is an approach to the setup p and ¢, with a given communication round
size n but an unknown number of agents k. As strategies are characteristic
of the intensive decline of their maximum synchronization probability from 1
to 0 at some point of network congestion and reveal some tolerance to the
misconfiguration, p/t should be fixed to the optimal value for & marking the
middle of strategy’s synchronization probability decline; in case of the n =
64 communication slots in Figure 3.5 it would be £ = 9 for BT, k£ = 13 for
t-SLoTs. In this way, the least is sacrificed at the boundaries of the strategy’s
capabilities, while slightly decreasing the probability of synchronization when
it is already almost certain or nearly impossible. The second conclusion is that
the t-SLOTS strategy is similarly fragile to the misconfiguration as the BT— but
due to its higher resilience, for a fixed configuration described above and the
arbitrary k£ t-SLOTS may result with the higher synchronization probability than
the perfectly-adjusted BT strategy.

3.4.3 Algorithm

All the agent algorithms proposed introduced in Section 3.2.1 and Section 3.3.1
are comparably straightforward. Considering the optimal of the suggested algo-
rithms, their time complexities (measured in the number of generated random
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bits) are respectively O (nlog, (1))® and O(tlog, n), while their space complex-
ities are respectively O(1) and O(t). Therefore, the ¢-SLOTS agent’s algorithm
has a better time performance and BT, assuming it can be adapted for stream-
ing, offers better space complexity.

Although the BT algorithm’s advantage is the streaming ability, the cardi-
nality of its returned transmission set is subject to considerable variance, neg-
atively impacting the protocol’s fairness. On the other hand, homogeneously
configured t-SLOTS guarantees equal chances of channel access for all agents.
Furthermore, a constant size of the ¢-SLOTS transmission set allows to tes-
tify agents against malicious behaviors, like transmitting in more slots than
expected; Algorithm 4 offers even a tool to legitimate the transmission slot
choices.

The presented algorithms fit in the purposed environment of the networked
embedded systems and the real-time systems. Algorithm 1 and Algorithm 2
source code in C is available [84].

3.4.4 Number of transmissions and energy consumption

Considering the applications based on battery-powered vehicles and devices’

mentioned in Section 2.3, energy management becomes essential. As highlighted
in the previous section, the t-SLOTS Algorithm 3 offers a slight advantage of
time complexity, improving the processing cost. However, the heavy-energy-
consuming operations are message transmission and channel listening. Here,
the outcomes of both strategies differ significantly.

Since the expected number of BT agent’s transmissions is np and the number
of t-SLOTS agent’s transmissions is exactly ¢, the overall number of communi-
cates sent by a k-agent network under these strategies is, respectively, approxi-
mately knp and exactly kt. The advantage of the t-SLOTS strategy is threefold
in this field.

Firstly, the general advantage of the achievable synchronization probability
allows ¢-SLOTS to perform the same well as BT in the smaller communication
round, reducing the channel listening time of the protocol. In addition, the
higher chance of synchronization in the same setup n, k£ reduces the plausibil-
ity of repeating the protocol (if admissible in the particular use case), vitally
reducing the energy cost of the synchronization.

Secondly, the optimal number of transmissions per agent is generally lower
in ¢-SLOTS than in BT. In the optimally configured BT strategy p = % (Theo-
rem 3.2), expected number of network transmissions is always n. In the t-SLOTS
strategy, the optimal ¢ appears to be significantly lower than 7:; thus, the num-
ber of network transmissions kt is less than n, which conserves energy. In the
examples presented in Figure 3.5, for £k = 10 agents it is 40 versus 64 trans-
missions (37.5% reduction), for k = 20 agents it is 20 versus 64 transmissions
(68.75% reduction).

6 Here the ¢ is arbitrary depending on the required precision of the parameter p; it could
be estimated roughly by L%J , giving the time complexity O (nlogs k).
"The intermittent power sensor networks (Subsection 2.3.5), in particular.
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Figure 3.6: Compared BT and ¢-SLOTS agents synchronization probabilities for the
same congestion % = % but a different scale of (a) 10 and (b) 500 synchronizing agents,
given as a function of the expected number of individual agent’s transmissions (pn for
BT, t for t-SLOTS). The left-hand plot presents the calculated results juxtaposed with
the statistical test data. The right-hand plot presents the results approximated by the
statistical tests. Vertical ticks represent a margin of error ((a) 10,000 and (b) 2,000
tests per sample; M OFEy.g99 [53]).

Finally, yet not less important, t--SLOTS is preferred due to the predictability
of its energy consumption. Contrary to BT, the ¢-SLOTS agent’s number of
transmissions is not prone to variate; this determinism enables a better agents’
power management [74, 89] and results in a more uniform discharge of agents,
balancing the power consumption in the network.

3.4.5 Scalability

Although all-agents synchronization aims to mainly address a few to dozens of
synchronizing local agents and the short communication rounds, the assumed
pragmatic-size ad hoc networks (per Definition 2.10) raise the scope of analy-
sis to hundreds and even low thousands of agents. The performance of both
strategies is considered in the scaled case of k& = 500 agents and n = 8000
slots. Communication round of this size is extreme but still rational for wide-
bandwidth and high-frequency multichannel networks, such as Wi-Fi (IEEE
802.11 family [48]) or 5G [40, 87]. As calculating the exact synchronization
probabilities for a network of this size would require excessive computational
power, the synchronization probability is estimated by the statistical tests.

In this setup, the general properties of both strategies are preserved and
the t-SLOTS advantage is intensely amplified. Naturally, as the number of syn-
chronizing agents increases, the chance of synchronization gradually decreases,
albeit preserving the % ratio. Figure 3.6 shows the comparison of the probabil-
ities of synchronization of the BT and ¢t-SLOTS strategies for different network
sizes with the same congestion % For 10 agents and 160 communication slots in
Figure 3.6a, both strategies perform very well; when properly configured, their
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synchronization probabilities converge to one, so the t-SLOTS is only 1.6% better
than the BT. For k = 500 agents and 8000 communication slots (withstanding
congestion) in Figure 3.6b the t-SLOTS performs significantly better, achieving
a decent synchronization probability of approximately 0.8, three times higher
than the BT.

The results show that when the network scales 50 times, as in Figure 3.6, the
t-SLOTS strategy loses 0.2 of its maximum synchronization probability, demon-
strating a better resilience than the BT strategy, which maximum drops by
0.72. The ¢t-SLOTS maintains a wide area of suboptimal values around the op-
timal ¢ = 10, while the BT declines quite sharply from the peak reached at
expected 16 transmissions per agent for p = 0.002. It is noteworthy that the
scale of the x-axis differs between Figure 3.6a and Figure 3.6b — the tolerance
to imperfect configurations is much smaller in larger networks. In the example
of t-SLoTs: for 10 agents, any 3 < t < 29 guarantees the chance of successful
synchronization within 5% of maximum; for 500 agents, this range is nearly four
times smaller 8 < ¢ < 14.



Chapter 4

Fault-tolerant
synchronization

4.1 Objective

The preceding chapter focused on the rigorous all-agents synchronization. Nat-
urally, as the communication round is limited, partial network synchronization
failure is inevitable. The results of the previous chapter enable the adjustment
of network parameters to decrease the risk above the desired probability. The
real systems, depending on application, may endure some number of agents that
failed to transmit their message.

To cover the case of unsynchronized agents, a new parameter f is intro-
duced that thereafter represents the number of agents allowed to fail. The
quality measure is still the probability of the synchronization, but this time the
synchronization is defined as follows:

Definition 4.1 (Fault-tolerant synchronization). Given agents A, ..., Ax and
the fault tolerance parameter f, the synchronization succeeds if at least k — f
agents succeed in transmitting their message M; in at least one collision-free
slot of the communication round.

Analysis of the time-critical ad hoc network synchronization (Problem 1)
with the above-defined success criterion is decisive for the research hypothesis
confirmation (Hypothesis 1), proving the coherence of the ¢-SLOTS strategy
advantage. Results presented in this chapter are also valuable for analyzing
fault-tolerant systems and protocols.

In order to facilitate the analysis of the generalized synchronization case de-
fined above, the formulas for the fault-tolerant success probability are derived
in this chapter for both the BT and the ¢-SLOTS strategy. As in the previous
chapter, these results are juxtaposed and validated against the results of statis-
tical experiments. The open-source Python library implementation is provided

51
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[85] along with the open-source analyzer, including the statistical experiment
results [84].

4.2 Bernoulli trials strategy

The strategy remains exactly the same as in Algorithm 1, along with all re-
lated remarks. Consequently, the sample space is the same as in Definition 3.3.
All that differs is the liberalized synchronization criterion, which impacts the
synchronization probability.

4.2.1 Synchronization probability formula

This section is devoted to the BT communication scenario, where a new pa-
rameter f € N is introduced that defines the allowed margin of agents faced
with communication failure (Definition 2.7). The fault-tolerant synchronization
event is specified according to Definition 4.1.

Definition 4.2 (BT fault-tolerant synchronization event). SuccessFt,BL’Tk’p( f) is
an event of k agents following the BT strategy with transmission probability p,
communicating in a round consisting of n communication slots, where at most

f agents have communication failure.

The parameter f is noted differently from n, k,p to express that it does not
belong to the network setup, instead it determines whether the sample event
represents a synchronization.

To represent the outcome of the algorithm, a matrix 7T} , , with k rows and
n columns is considered, where the rows correspond to agents and columns cor-
respond to slots (see Figure 3.1 in Subsection 3.2.2). T}, contains a 1 in the
row ¢ and the column j, if the agent A; decides to transmit in the slot j. Other-
wise, T} n.p contains a 0 at this place. So, an agent A; succeeds to communicate
in the slot j, if and only if the column j of T}, ,, , contains a single 1 and this 1
is in the row 1.

The matrix T}, can be seen as a random variable with values in the set
of all matrices with elements from the set {0, 1} of dimension & x n, where for
each position of the matrix a 1 is chosen with probability p, independently of
other choices.

Let W denote the set of agents with a communication success, and let L
represent the set of agents that have communication failure. Both sets, L and
W, are also random variables; by Definition 2.6:

W= {i € {1.2,....k}: (3)(Tli,5) = LA (Vu £ )(Tlu,j) = 0)}  (41)
and L ={1,...,k} \W. Of course, WU L ={1,2,...,k} and WN L = 0.
Recall that Theorem 3.1 states that

k

PriW ={1,2,...,k}| = > (’;) (=11 —Ip(1 — p)*=Hm . (4.2)

=0



4.2. BERNOULLI TRIALS STRATEGY 53

An auxiliary function is defined.

Definition 4.3. Forn,k,a € N4, such that a < k < n, and p € [0,1] we define

Fnkea) =3 (2) (00 a1 - 9" (43)
c=0

Theorem 3.1 can be reformulated with function f in the following way:
Pr[W ={1,2,...,k}] = f(n,k, k,p) . (4.4)
In fact, this result can be generalized.
Theorem 4.1. For any n,k € Ny, p€[0,1] and A C {1,2,...,k}:
Pr(A C W] = f(n, . |4 p) . (4.5)

The proof of Theorem 4.1 follows directly the same lines as the proof of Theo-
rem 3.1, hence it is skipped.
Let B be an arbitrary set of agents. Observe that

Pr[L C B] =Pr[({1,2,...,k}\ B) CW]. (4.6)
Hence
Pr[L C B] = f(n,k,k —|Bl,p) . (4.7)

However, what is needed in the following considerations is not a formula for
Pr[L C B] but a formula for Pr[L = B], where B is a fixed subset of {1,2,...,k}.
This probability is derived with the M&bius Inversion Formula (Fact 11).

Theorem 4.2. Let B C {1,2,...,k} and b = |B|. Then

b

Pl = 5= (1) -0 fl k- ) (48)

c=0

Proof. A direct application of the Mobius Inversion Formula (Fact 11) to the
pair of functions a(B) = Pr[L = B] and (C) = Pr[L C C] gives

Pr[L = B] = Y Pr[L C C](-1)/PI-Iel (4.9)
CCB

Thus, substituting Pr[L C C] with f(n,k, k — |C|,p):

PrL =B = 3" fln,k ks — [Cl,p)(~1)/ 11
ccB
b (4.10)

- 0 <b> (=1)"*f(n,k,k —c,p) .

Cc
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Corollary 4.1. Let b < k, then

Pr[|L| =b] = (IZ) Eb: (b> (=1)"*f(n,k,k —c,p) . (4.11)

C
c=0

Proof. Notice that

PrL|=b= Y  PrL=5B], (4.12)
BC{1,2,....k}
|B|=b
so the required formula is a direct consequence of the previous theorem. O

Finally, Pr[|L| < f] is the probability of agents’ synchronization according
to Definition 4.1, where no more than f agents have a communication failure.

Corollary 4.2 (BT fault-tolerant synchronization probability). For anyn € N,
k € Ny, p € [0,1], and the fault tolerance f € N, f < k, the probability of
successful Bernoulli trials fault-tolerant synchronization (Definition 4.2) is

Pr [SuccessFtELﬁp(f)} =Pr[|L| < f], (4.13)

where:
. :fbk_ckbnikibcdi..ikfln
P« =335 (3)(0) (") dpaop (4)14)

Proof. Since events |L| = f; and |L| = fo are mutually exclusive when f; # fs,
Pr[|L| <t] = ZZ:O Pr[|L| = b]. The thesis follows from Corollary 4.1, replacing
the term f(n,k,k — ¢,p) by its direct form. a

4.2.2 Optimal probability choice

Although the expression derived in the previous subsection enables calculation
of the BT fault-tolerant synchronization probability, its complicated shape does
not provide an easy insight of what value of p is the optimal agent’s transmis-
sion probability. Any direct calculation seems to be at least extremely tedious.
However, as shown in the following, there is a shortcut that does not refer to
these complicated expressions.

The idea is to consider an alternative way to generate the probability space
that describes the result of the execution of the Algorithm 1 (that implements
the BT strategy) and couples the results for algorithms with different probabil-
ities p and p* so that one of them dominates in some sense. The idea is related
to the coupling technique applied to show rapid mixing of Markov chains [28].

As only a presence of the communication success is important, it is not
considered whether the communication failure in the slot occurred due to a
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conflict or a lack of any transmission. In this case, an outcome of the algorithm
execution is a vector M of length n, where M[j] represents the outcome in the
J-th slot:

MIj] = {0 if there is a transmission failure in slot j, (4.15)

i if agent A; succeeds in slot j.

So M is a random variable where, due to the construction of the algorithm BT,
the entries at different positions are stochastically independent.

The vector M might be generated in a slightly different way, but so that the
result has the same probability distribution as for the execution of the original
Algorithm 1. Let ¢(p) denote p(1 — p)*~1. Note that ¢(p) is the probability
of communication success in a slot. The process of generating an instance of
M = M, is as follows. For j < n, do:

1. choose ¢; € [0,1] uniformly at random,
2. if ¢; > ¢(p), then set M|[j] =0,
3. otherwise choose i € {1,...,k} uniformly at random and set M[j] = i.

It is obvious that vectors M obtained this way have the same probability dis-
tribution as those resulting from the execution of the Algorithm 1.

Now, consider two probabilities: an arbitrary p and p* = % So p* is the
probability that maximizes the probability of success when a single slot is con-
cerned (Lemma 3.2). The aim is to show that p* is better than p from the point
of view of BT agents’ synchronization.

The main idea is to couple the random variables M, and M-. Consider two

instances of the above-defined generation procedure. For each j < n, do:
1. choose ¢; € [0,1] uniformly at random,
2. choose ¢ € {1,...,k} uniformly at random,
3. if {; > ¢(p), then set M, [j] = 0, otherwise set Mp[j] = i,
4. if {; > ¢(p*), then set Mp-[j] = 0, otherwise set M, [j] = .
Recall that ¢*(p) > ¢(p). This leads to the following result:
Lemma 4.1. If M,[i] > 0, then M,-[i] = M,][i].

Let W (M,) denote the set of non-zero entries from M,. So W (M,) is a set
of winners - it corresponds to the set of agents that succeed in communicating
during the algorithm execution represented by M,. Note that the situation
might be complicated: some repetitions may occur on My, which are useless
from the point of view of the algorithm target.

Corollary 4.3. W(M,) C W (Mp-).
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Figure 4.1: The fault-tolerant BT strategy synchronization probability (Corol-
lary 4.2) as a function of the single-slot agent transmission probability p. & = 6
agents synchronizing in n = 30 slots communication round, f € {0,1,2,3,4}. Vertical
ticks represent the statistical test data, including a margin of error (10,000 tests per
sample; MOFEp.g99 [53]).

The corollary 4.3 is the key observation: each result of the algorithm for
probability p and the choice of ((1,...,(,) may be coupled with the result of
the algorithm run for probability p* and the same ({1, . .., (,) so that the winners
for My~ form a superset of the winners for M,. This means that the instance of
M for p* is always not worse than the instance of M for an arbitrary p, which
leads to the conclusion:

Theorem 4.3. For n,k € Ny, f € N, regardless of the number of slots n,
agents k and the fault tolerance level f

arg max Pr [SuccessFtETkp(f)} =— (4.16)
p€(0,1] o

4.2.3 Characteristics and statistical experiments

The BT fault-tolerant synchronization probability formula presented in Corol-
lary 4.2 was implemented by the author and delivered as the open-source Python
library [85].

The synchronization probability values, which represent the likelihood of
successful synchronization in a given configuration, are illustrated in Table 4.1,
which refers to the configuration presented in Figure 4.1.



4.3. TSLOTS STRATEGY o7

Table 4.1: The fault-tolerant BT strategy synchronization probability value for the
optimal configuration p = % in the setup of n = 30 slots, £ = 6 agents.

Fault-tolerance (f) Pr [Successth(I 6,1 (f )}

0 0.42822021
1 0.84346411
2 0.97981428
3 0.99881770
4 0.99997184

The results of increasing fault tolerance f, are compared with the results
of the statistical tests, as presented in Figure 4.1. The case f = 0 is actually
the synchronization of all the BT agents, presented in Section 3.2. Increasing
fault tolerance involves an overall increase in the probability of synchroniza-
tion throughout the p domain, while for close-zero function values this rise is
negligible.

As the fault tolerance increases, so the maximum function value approaches
1, a plateau of near-optimal values starts forming, so the BT strategy becomes
less fragile to the non-optimal p configuration. As is observable in Figure 4.1 for
non-optimal p = 0.35, after accepting the failure of up to two agents, the BT

synchronization probability rises seven times (from 0.11 when f = 0, to 0.78

BT

when f = 2). If the increase f continues, Pr |SuccessFt, ;

(f)] converges to 1

across the whole domain, expanding the plateau of close-optimal values.

4.3 tSlots strategy

Similarly to the BT strategy, the algorithm implemented by the agents does
not change; for the ¢-SLOTS agents, it is one of the algorithms introduced in
Section 3.3.1 of the previous chapter. Also, the sample space is the same as
specified by Definition 3.6. Only the synchronization event is redefined to cap-
ture the case that up to f agents have communication failure (Definition 4.1).
The problem considered in this chapter is to determine the probability of syn-
chronization and the optimal choice of the cardinality of the transmission set ¢,
depending on other algorithm parameters.

4.3.1 Synchronization probability formula

Definition 4.4 (¢t-SLOTS fault-tolerant synchronization event). SuccessFt:LS)l,f;:‘tS (f)
is an event of k agents following the t-SLOTS strategy, transmitting in exactly
t slots of the n-slot communication round, where at most f agents have a com-
munication failure.

The auxiliary event representing the synchronization with ezactly v agent
communication failures is defined first.
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Definition 4.5. T),  (v) is an event in which exactly v out of k agents have
a communication failure in the n-slots communication round, while all agents
followed the t-SLOTS strategy, that is, each agent transmits in exactly t slots.

Based on Theorem 3.4 the following probability formula is derived:

Theorem 4.4. For any n € N, k,t € N;, t < n and fault tolerance v € N,
v<k

Pr (T, 10 (v)] = Gé’;,ﬁ” (4.17)
where
Gn)k,t’v:@(_m_v 5 (lg”><||;||)(_1)llalﬁ (nt—n;_n> 418)
a€Ck 0 i=1 i
and

0,1,...,t} f1<i<w
Chtw = semag) ENF ;€ 0. 1,.... :
kot {<al o) i {{172,...7t} ifv<i§k}

Proof. Assumptions of the theorem are similar to those of Theorem 3.4, with
only one significant difference: exactly v agents have no successful transmission
in the communication round. Consequently, the proof follows the same initial
steps with adjusted requirements:

1. Each agent A; has the transmission set consisting of exactly ¢ slots;

2. Exactly v agents have a communication failure within the communication
round; i.e., transmission sets of exactly k — v agents have at least one slot
not contained by any other agent’s transmission set.

Possible combinations of the transmission sets are formulated algebraically, re-
producing steps of the Theorem 3.4 up to the equation 3.38.

The first requirement (each agent’s transmission set consists of exactly ¢
slots) holds both in this theorem and in the Theorem 3.4. In the equation 3.38
an extraction related to this obligation is applied: [ztxat. .. zxt].

From this point, the proof diverges. An extraction related to the sec-
ond requirement must retain only these monomials that contain exactly k—uv
variables y.*, where v; > 1. The extraction is defined as [57,7 € F], where
I'= {7 =2 0A{v v =0} =v}. Applied to the formula from
equation 3.38 leads to the formulation of G, k¢ 4:

Gn,k,t,v - [y777 S F] [Iltth ce xkt] gn,k(f,g)

Ly (4.19)
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Only v agents are allowed to have zero successful transmissions (y?), while
the remaining must have at least one successful transmission (y;*, v; > 1). The
v agents having communication failure may be chosen from all k agents in (f})
ways. Thus, the G, i+, may be expressed as:

Guree =3 (3) () Loz @) e

H5II< HBII —llsll
0<61,...,0 <B1,-. ﬁk—vﬁt
where (E?B) = (61, v,;lwﬁkiv), which is well-defined as ||6]|+|| 3] = a. Internal
expressions Yz and YE are elaborated below.

It may seem counter-intuitive why the summation over 9, related to agents
having the communication failure, iterates over the 0,1,...,t dedicated slots
per agent 0;, i € {1,2,...,v}. The extraction that ensures no successful com-
munication of v agents takes place in Y3; summations over 8, B are responsible
exclusively for generating all the possible combinations of the non-collision slots
assignments. The slots assigned to v agents in the sum over the § of equa-
tion 4.20 may be thus interpreted as the non-collision slots dedicated to the
failing agents but not belonging to transmission sets of these agents.

The extraction [yiﬁ € F] applied to the representation of agents having
a communication failure (those having zero successful transmissions) in Yy is
actually formulated as [yloyzo .. .yvo] !, In a consequence, when (y; — 1)% is
broken down according to the Binomial theorem (Fact 1), extraction retains
only the 0** element of the sum:

Y5 =100 ] (?_;:) (yi — 1)

i=1

| |

—= e
TN N
3 * 3
I |
Sa e

(%’) (—1)% (4.21)

=(—1)01+0zt+y H(”a>
1)l H (n—“)

LAs in the underlying proof of the Theorem 3.4, each successful transmission of agent A;
in monomials is represented by z;y;.
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On the contrary, the extraction [77,%7 € I'| when applied to the agents with
an obligatory successful transmission in Yz has a form enforcing the presence of
Yv+1, Yo+2, - - - Y 10 the counted monomials. The extraction is represented as
[Ypt1 7"+ Yy +2 oy R, y; > 0] Similarly to above, the YB is broken down
with the Binomial theorem (Fact 1), but this time all but 0*” sum element are
counted:

k—v

Y5 = [Yot1"" Yogp2 T2y v > 0] H (:__;) (Yori — 1)/3i
=1 g
k—v n—a
= bl (t _ ﬁz) [y’u+iwv+ia’}/v+i > 0] (y’v+i — 1)ﬂl
B k—v n—a s o Bi B; oy
a i=1 (t - ﬂz) [y’qul » Toti > ]go (’l" )var'L (_ )
_ k—v (f_g) Bi (iz) (_1)[31'—7"
i=1 vop=1
k—v n—a Bi ,Bi s 61 ,
:- (tﬂz> (( <T>(_1) ’ >_<0)(_1)
;ii = (4.22)
_ n—a B Bs L 1\Bs
- i=1 <t_ﬂi) <(1 D (=1) )
k—v n—a
= h _1\Bit1
i=1 <t_ﬂi) (( Y )
k—v
=(—1)PrH+B2t+4Lr—u k—v n—a
(—1)frBtBamn (1) 1 (t—ﬁl)
_ k—v n—a
—(—\IBl+k=v -
0P
k—v
—(_1)e"lI8ll+k—v n—a
S ()
Compiling Y5 and Y5 together
v n—a w5 7vk7v n—a
Y5Y5 :(fl)llél\ H (t B (5i> (1) lloll+k H <t B Bi)
- = (4.23)

=(=1)"+* H (;L—_ 5a> kHl <tn - 5&>

i=1

Summation ranges from the equation 4.20 may be composed together by a
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return to the summation over the single vector, this time @ = (6, §):

G’“_Z@ @ 2 (Z>(_1)a+kvﬁ<:—_cz) (4.24)

a=0 ||@l|=a i=1
0<au,...,00 <t
1<ayt1,..,ap <t
Analogously to the Theorem 3.4, the iterator a may be eliminated from the
equation. It is guaranteed that no extra summands appear after this simplifi-

cation as all the terms of ||@|| > n are zeroed by the binomial (Ilg\l)' Also, (¥)

and (—1)*=* may be extracted from the sum, since it does not depend on the
summation criteria:

T [0 [ (0

0<ay,...,ap <t
1<ayt1,. k<t

5 <||g||> (ngn) (k)(l)uwkvﬁ (nt_ ”5-”) (4.25)

a
0<ay,...,ap <t
1<ayt1,.., 0 <t

=) S () () o H (=)

a€Clk,t,v

<

0,1,...,t} if1<i<w
o~ o) eNF o€ {0,1,..., =S 4.26
kit {(al o) @ {{1,2,,,.,t} ifv<i<k'} (4:20)

O

The probability of SuccessFti',?ff (f) event may be stated with support of

probabilities T}, j ¢ (v), for v € {0,1,..., f}.
Corollary 4.4 (¢-SLOTs fault-tolerant synchronization probability). For any

n €N, k,t € Ny, and the fault tolerance f € N, f < k, the probability of the
t-SLOTS fault-tolerant synchronization (as per Definition 4.4) is

f
Pr [successthi',gf:( f)} =Y Pr[T i (v)] (4.27)
v=0

Proof. Analogous to the proof of Theorem 4.2. SuccessFtﬁlsvl,‘j’tts (f) is satisfied
always when T}, 1, +(v) occurs, where v < f. According to Definition 4.4, T, i, +(v)
for different values of v are disjoint: the synchronization process must end with
a single specific number of agents that did not communicate; thus

!

f
U Tn’k,t(v)] = Pr(Tu:(v)] (4.28)
v=0

v=0

Pr [SuccessFt;S,',gff(f)] =Pr

O
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4.3.2 Optimal transmission set cardinality

Table 4.2: The fault-tolerant ¢-SLOTS strategy synchronization probability value for
the configurations ¢ € {4,5} in the setup of n = 30 slots, k = 6 agents.

Fault-tolerance (f) Pr {Successth%'?g;( f)} Pr [Successthso'f’gfs( f)}

0 0.70793747 0.67534335
1 0.94760775 0.94210863
2 0.99407694 0.99381546
3 0.99957906 0.99960170
4 0.99998273 0.99998567

The optimal value of the cardinality of the agent’s transmission set cardinal-
ity, ¢, is still lower than 7; Algorithm 5 from Section 3.3.5, with the adjusted
probability function, is also applicable to find the optimal agent configuration
in fault-tolerant synchronization. However, an interesting phenomenon occurs
when the fault tolerance margin f increases: in ¢-SLOTS strategy, the optimal
argument value of ¢ tends to converge to [7]. As a consequence, arg max for
the same n, k, t configuration increases with the incremented limit of agents
having communication failure.

The phenomenon is highlighted in the example presented in Table 4.1; the

maximum value of Pr {SuccessFti',‘c’ff( f )} for f in each row is in bold. Initially,

the visible peek of the synchronization probability materializes for argument
t = 4. When f > 3, the probability function already creates a wide plateau of
values close to 1 (see Figure 4.2). For f = 3, the optimal argument is swapped
to t = 5, for which the value of the synchronization probability very slightly
exceeds the surrounding one.

4.3.3 Characteristics and statistical experiments

The formula of Corollary 4.4 is available as an open-source Python library [85],

which can be used for the modeling of communication protocols.

Figure 4.2 presents a sample result of the Pr [SuccessFt;S,l,gfts (f )] calculation

and the corresponding statistical experiments. The plot shows that the prob-
ability of synchronization rises across the ¢ (that is, the agent’s configuration)
domain when the fault tolerance f increases. As f approaches k, the probability
of synchronization converges to 1. However, for the illustrated case of n = 30
slots and k = 6 agents, for f = 2 fault tolerance, the probability of fault-tolerant
synchronization is already close to 1 for half of the domain.

Analogously to the fault-tolerant BT synchronization, when the subset of
agents is allowed to fail, the ¢-SLOTS strategy tolerance to imperfect configura-
tion increases. The functions representing the ¢-SLOTS strategy probability of
synchronization tend to form a plateau of suboptimal values even for f = 0.
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t-Slots Strategy (30 communication slots, 6 agents)

/ Fault-tolerance:
Fault-tolerance:
Fault-tolerance:
Fault-tolerance:
Fault-tolerance:
Simulation data

A WN RO

Synchronization probability

0.0

0 5 10 15 20 25 30
Cardinality of agent's transmission set (t)

Figure 4.2: The fault-tolerant ¢-SLOTS synchronization probability (Corollary 4.4)

as a function of the transmission set cardinality ¢ (linear interpolation). k = 6 agents

synchronizing in n = 30 slots communication round, failure tolerance f € {0,1,2,3,4}.

Linear interpolation of the results for integer argument values. Vertical ticks represent

the statistical experiments data, including a margin of error (10,000 tests per sample;
MOEo.ggg [53])

When f > 0, the plateau formed around the maximum value of the function is
emphasized, revealing a wide range of configuration values ¢ that almost guaran-
tee synchronization. As the data presented in Figure 4.2 show, the probability

of synchronization t-SLOTS can increase even more rapidly than that of BT.

When limited fault tolerance is accepted, Pr [Successth",?fts ( f)} increases thir-

teen times for ¢ = 12 (from 0.05 when f = 0, to 0.64 when f = 2).

When f =0, Pr [SuccessFttnsyl,g”ttS (0)} = Pr {Successﬁi'}jﬂ. The problem col-
lapses naturally into the case of all-agents synchronization, defined in the pre-
vious chapter (Definition 3.7):

4.4 Comparison

While the detailed comparison of the two strategies studied is presented in
Section 3.4, this section focuses exclusively on the impact made by the limited
fault tolerance f # 0, addressing the synchronization understood according
to Definition 4.1. Subsections organizing the juxtaposed strategies’ properties
reflect the comparison structure present in the preceding chapter, except for an
algorithms-dedicated subsection, which is omitted here as the agents’ algorithms
remain unchanged. The following subsections complete the evidence for the
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advantage of the ¢-SLOTS strategy, confirming the correctness of the research
hypothesis.

4.4.1 Probability of the synchronization

Expectedly, as the tolerance to f agents with failure communication increases,
the synchronization (as per Definition 4.1) probability rises, and the domain of
non-zero probability values expands. This may be observed for casual cases in
the previous sections, as shown in Figure 4.1 and Figure 4.2.

Figure 4.3 visualizes a gradual improvement in the achievable synchroniza-
tion probability of both ¢-SLoTs and BT when the fault tolerance increases.
The consecutive plots present the most extreme case from Figure 3.4d, where
k = 16 agents communicate in the round of n = 64 slots, for increasing
f€{0,1,2,3,4,5}. Although all-agent synchronization is unlikely (maximum
probability: 0.129 for ¢-SLoTs, 0.014 for BT) in this configuration, the maxi-
mum synchronization probability of at least 14 agents (f = 2) is already higher
than 0.647 for t-SLOTS and higher than 0.276 for BT. Moreover, the probability
of synchronization of at least 11 agents (f = 5), substantially more than half of
the network, converges to one, settled at 0.983 for ¢-SLoTS, and 0.911 for BT
at their optimal configurations.

Regardless of strategy, the increase in synchronization probability after in-
crementation of f is proportional to the previous probability value for a given n,
k, p/t setup. When the synchronization probability is given as a function of the
expected number of agent transmissions, the range of non-zero values expands
slowly, whereas the achievable synchronization probabilities rise sharply for both
strategies. For every tested n, k setup, p/t resulting in non-zero synchroniza-
tion probability, and fault tolerance f, the t-SLOTS strategy exposes a steady
advantage over the BT strategy. This advantage diminishes only at the level
of f where maximum synchronization probabilities of both strategies converge
to 1; even then, t-SLOTS offers a slightly larger range of close-optimal prob-

ability values. In conclusion, since Pr[SuccessFti',?ff (f)] remains higher than

Pr[SuccessFtE)Tk,p( f)] for the corresponding setups, the t-SLOTS strategy is also
preferred in the problem of fault-tolerant synchronization.

Interesting is a comparison between Figure 3.4c and Figure 4.3e: the for-
mer corresponds to the all-agents synchronization scenario of 12 communicating
agents, while the latter refers to the scenario of at least 12 agents synchronizing
in the network of 16 communicating agents. Comparing the synchronization
probabilities, given as functions of the expected number of transmissions per
agent, it is observable that the ranges of non-zero values are similar. In con-
trast, the synchronization probability values soar in the fault-tolerant higher-
congestion case; its maximum is doubled for the ¢-SLOTS strategy (from 0.474
to 0.943) and quadrupled for the BT strategy (from 0.183 to 0.766). The above
phenomenon and the almost certain synchronization of at least half of the com-
municating agents in the depicted setup suggest that the overall all-agent syn-
chronization probability could be further improved by splitting the synchroniza-
tion into the multiple rounds, where some portion of agents is synchronized and
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Figure 4.3: Compared BT and t-SLOTS agents synchronization probabilities, they are
given as a function of the expected number of individual agent’s transmissions (pn for
BT, ¢ for t--SLOTS). The communication round of n = 64 slots, the network of k = 16
agents, and the fault tolerance f € {0,1,...,5} are presented. The synchronization
probability of ¢-SLOTS is displayed as a linear interpolation; vertical ticks represent
the statistical test data, with a margin of error (10,000 tests per sample; MO Ey.g99

[53]).
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eliminated each round. However, the applicability of such a protocol would be
limited to specific use cases; the idea deserves a dedicated study.

4.4.2 Imperfect configuration resilience

As pointed out in the previous chapter’s last paragraph, the range of p/t con-
figuration values leading to non-zero synchronization probabilities expands just
slightly when the fault tolerance f rises; thus, the increase of f does not visibly
improve the imperfect configuration resilience. Moreover, since the synchroniza-
tion probability function exhibits a steeper peak shape along with the rising f,
as shown in Figure 4.3 — the strategy’s misconfiguration is therefore more im-
pactful. Thus, adjusting the strategies properly becomes even more significant
in a fault-tolerant synchronization.

Figure 4.4 presents the wrong p/t configuration impact for the BT and
t-SLOTS strategies. The dots represent the maximum achievable synchroniza-
tion probabilities for the given number of communicating agents (k), the linear
interpolations represent the synchronization probabilities achieved for a given
k, with the configurations fixed as optimal for ¥ = 10 (left-hand plots) and
k = 20 (right-hand plots). Purposely, the setup of the n = 64 communication
slots aligns with that of Figure 3.5, as Figure 4.4 extends that insight with fault
tolerance f € {1,3,4}.

The functions represented by dots are the same for both plots of every row
with a specific fault tolerance. Regardless of f, the t-SLOTS strategy exposes
a higher resistance to congestion, declining later and slightly slower than BT.
Also, along with the increasing value of f, the functions representing the max-
imum synchronization probabilities shift right; when f = 1 decline for the
t-SLOTS strategy starts at k = 7 reaching zero at k = 21, when f = 4 it starts
at k = 13 reaching zero at k = 32 (which responds to the extreme congestion of
kE _ l).

n 2
The tolerance to the imperfect configuration is analogous for both strategies,

with the generally higher {-SLOTS capability demonstrated by the corresponding
functions being shifted right respect to the BT functions, as shown in Figure 4.4.
The synchronization probabilities achieved when strategies are configured opti-
mally for the network of £ = 10 agents remain optimal when their values are
close to one; however, at the beginning of their declines, their values move apart
from the optimum. The above effect is getting stronger as the fault tolerance
rises. Interestingly, for f = 4 the ¢-SLOTS optimal configuration for k£ = 10
switches from ¢ = 5 to t = 6, resulting in the expected number of transmis-
sions being closer to the BT’s; at this point, the ¢-SLOTS strategy visibly loses
its advantage over the BT (Figure 4.4e). When strategies’ configurations are
fixed to be optimal for k£ = 20 agents, they underperform for £ < 15 and f =1,
whereas they only negligibly underperform when the probability values are close
to zero or one for f € {3,4}. The reason for such an improvement with regard
to k = 10 is the fact that k£ = 20 is close to the middle of declines of the shifted
optimal synchronization value functions.

Similarly to Section 3.4.2, the strategy to adjust the p/t configuration for
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Figure 4.4: BT and ¢-SLOTS agents synchronization probabilities, given as a function
of the number of agents k. The communication round of n = 64 slots, the fault toler-
ance f = {1, 3,4}, and the configuration p, ¢t optimal for network of £ = 10 (left-hand)
and k = 20 (right-hand) agents are presented. The achieved synchronization proba-
bilities are displayed as a linear interpolation; dots represent the maximum strategy’s
synchronization probability for a given number of agents k.
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the fixed n and known desired f when the number of agents is hard to estimate
is to establish the optimal synchronization probabilities as a function of num-
ber of agents, then find the £ marking the middle of the function descent and
configure the strategy optimally for synchronization of k. Since the strategies
achieve the synchronization probability close to optimal for the surrounding k,
the performance of the strategy configured as above retains the characteristics
of the perfectly configured strategy, moving apart only for the probability val-
ues already close to one or impractically close to zero. In-advance calculation of
the maximum synchronization values for f > 0 is possible due to Corollary 4.2
and Corollary 4.4. As noted, the descent shifts towards the higher values of
k when the fault tolerance rises; thus, the strategies shall aim to fit a higher
congestion when the fault tolerance is higher to maximize the probability of
synchronization.

4.4.3 Number of transmissions and energy consumption

All the energy-conserving t-SLOTS strategy advantages from Subsection 3.4.4
hold. Nevertheless, an introduction of fault tolerance comes with changes worth
recording.

Firstly, the data collected show that as the fault tolerance increases, the
optimal ¢-SLOTS configuration ¢ for a fixed k also increases slowly toward 7.
This phenomenon is observable only when the synchronization probability con-
verges to one (see Table 4.2), and its differences are already of magnitude 10~4.
Moreover, the adapted configuration still results in the expected number of
transmissions during synchronization not being greater than for the BT strat-
egy.

Secondly, as inferred in the previous subsection, the generic agent’s config-
uration (when the network size is unknown) shall aim to be optimal for higher
congestion when the fault tolerance rises. This configuration results in a reduced
number of transmissions in both strategies, thereby conserving energy.

The key impact of fault-tolerant synchronization is a soaring probability of
synchronization (understood as per Definition 4.1). When the network can han-
dle this partial synchronization® that excludes some agents, and it neither fails
nor has to repeat the round for all participants — significant amounts of en-
ergy may be conserved. Splitting the synchronization into smaller fault-tolerant
rounds that gradually eliminate the already synchronized agents may lead to
further energy conservation.

4.4.4 Scalability

Synchronization of all agents is possible for high-scale (yet pragmatic, according
to Definition 2.10) network sizes, as shown in Subsection 3.4.5. However, this
is hard and requires relatively low % network congestion. On the contrary, the

2 Which holds especially in use cases like sensor networks (Subsection 2.3.5) and repeatable
protocols of access points (Subsection 2.3.7)
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Figure 4.5: Compared BT and ¢-SLOTS agents synchronization probabilities approx-
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of individual agent’s transmissions (pn for BT, t for t--SLOTS). The communication
round of n = 8000 slots, the network of k = 500 agents, and the fault tolerance
f € {0,1,2,3} are presented. Vertical ticks represent a margin of error (2,000 tests
per sample; MOEjy 999 [53]).

limited fault tolerance allows the synchronization of thousands of agents with
high probability even for congested setups.

Figure 4.5 presents how far an introduction of fault tolerance impacts the
network of £ = 500 agents communicating in the round of n = 8000 slots (ana-
lyzed before for all-agents synchronization in Subsection 3.4.5). The tolerance
f =1or f =2is incredibly low, compared to 500 communicating agents, but
it is enough for the well-configured ¢-SLOTS to achieve almost certain synchro-
nization (as stated in Definition 4.1). For f = 3, the BT strategy also achieves
the maximum synchronization probability of 0.95. Considerably, for any non-
zero fault tolerance f the t-SLOTS reliability is consistent, with a wide range
of configuration values guaranteeing the synchronization probabilities close to
one; when f =1, this range is 7 < t < 17, when f = 3, this range is 4 < t < 24.

The impact of tolerance to just 0.2% - 0.6% not synchronized agents, illus-
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trated in Figure 4.5, shows how remarkably hard absolute synchronization of all
agents is. Nonetheless, this case is specific due to the low congestion of agents
in the communication round % = %. When congestion increases in high-scale
networks, the probability of synchronization quickly converges to zero, even for
the t-SLOTS strategy.

Table 4.3: The high-scale network fault-tolerant synchronization probability values
(approximated by the statistical tests) in the setup of n = 8000 slots, k¥ = 2000 agents.

Fault Synchronization probability for the expected
tolerance  Strategy number of transmissions per agent (pn/t)

f) 1 2 3 4 5 6 7 8
200 BT 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
200 t-SLoTs 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
300 BT 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
300 t-Srots 0.0 0.31 0.67 0.11 0.0 0.0 0.0 0.0
400 BT 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
400 t-SLors  0.05 1.0 1.0 1.0 0.96 0.01 0.0 0.0
500 BT 0.0 0.02 0.94 099 094 04 0.0 0.0
500 t-SLors  0.99 1.0 1.0 1.0 1.0 0.99 0.09 0.0

Table 4.3 displays the BT and the t-SLOTS synchronization probabilities es-
timated by statistical tests for the network of & = 2000 agents with the commu-
nication round of n = 8000 slots and the limits of agents having communication
failure f € {100,200,300,400,500}. In this case, the congestion of agents is
% = i, as high as in the example shown in Figure 4.3 (while the number of
agents is 125 times higher). This level of congestion is already extreme for the
absolute synchronization of k = 16 agents (Figure 4.3a). However, the tolerance
to 25% agents failing to communicate leverages the synchronization probability
to 0.943 for the ¢-SLoTs and 0.766 for the BT (Figure 4.3¢). The fault toler-
ance of 25% in the network of k& = 2000 agents is equivalent to 500 accepted
communication failures. As presented in Table 4.3, this level of fault tolerance
allows the BT strategy to achieve a peek synchronization probability equal to
0.99 for the optimal configuration, for 4 expected transmissions per agent. It
also guarantees that the t-SLOTS strategy consistently achieves even higher syn-
chronization probability for a wide range of configurations 1 < t < 6; When
the fault tolerance decreases to f = 400 (20% of communicating agents), the
t-SLOTS strategy still allows to achieve an almost certain synchronization for
2 < t < 4, whereas the synchronization probability is commonly zero for any
BT configurations. For a stricter f = 300 (up 15% of agents with a communica-
tion failure), the estimated Pr[Successth%'SBfgooo’g(300)] still equals 0.67; when
f =200, the chance of synchronization is nullified for both strategies.

The data collected in Table 4.3 show that the strategies designed for time-
constrained synchronization, the ¢-SLOTS in particular, can deal with high con-
gestion among thousands of agents. In the depicted case, with high probability,
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t-SLOTS leads to the synchronization of 80% of agents. If the use case allows
the delegation of the remaining agents to another constrained synchronization
round, an application of t-SLOTS can lead to reliable time-constrained absolute
synchronization within 2 or 3 rounds, even among thousands of agents.
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Chapter 5

Summary

5.1 Confirmation of the hypothesis

In Chapter 3, algorithms for the BT strategy and the ¢-SLOTS strategy were
introduced, and formulas of the respective all-agents synchronization probabili-
ties were derived. That enabled a versatile comparison of both strategies under
the restrictive demand of faultless synchronization.

In Chapter 4, the problem was expanded and formulas for the fault-tolerant
synchronization probability were derived for the BT strategy and the ¢-SLOTS
strategy. That led to comparing both strategies under the relaxed synchroniza-
tion requirement, which accepts a predefined margin of agents having commu-
nication failure.

As provided in Section 3.4 and Section 4.4, the t-SLOTS strategy is superior
to the BT strategy. The ¢-SLOTS achieves significantly higher synchronization
probabilities in adjacent configurations, regardless of the agents’ number and
the communication round length. It has better scalability, resilience to agents’
congestion, and energy conservation compared to the BT strategy. This is
achieved without compromising resilience to misconfiguration or increasing the
computational complexity of agents’ algorithms.

The above findings confirm the Research Hypothesis (stated in Section 2.6).
It is compelling how the slight change in the approach to selecting the transmis-
sion slots impacts the overall outcome and performance of the time-constrained
ad hoc network synchronization.

5.2 Further research directions

This work not only validates the stated research hypothesis, but also provides
formulas for synchronization probabilities and comments on optimal configura-
tions for both strategies analyzed, BT and t-SLOTS. The above lays a foundation
for designing reliable time-critical ad hoc network protocols, offering tools for
a priori synchronization probability calculation and adjustment of the configu-
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ration parameters. The research results are also a promising starting point for
subsequent studies.

The set of ideas for future research routes is comprehensive. Firstly, the finite
multi-round approach, eliminating the synchronized part of agents each round
as suggested in Section 4.4, deserves analysis as a more complex, promising
alternative to the strategies researched. This idea immediately entails incorpo-
rating the t-SLOTS strategy in the random-access channel protocols that are not
time-constrained; its superior properties imply a possible improvement it may
offer to the random access procedures of massive connectivity systems, like 5G
[6, 96].

The research focused on strategies for random access to the communication
channel in the restrictive yet idealized communication model. This enabled
a study on the fundamental mathematical properties of the BT and ¢-SLoTs
strategies to infer widely applicable conclusions. Further mathematical explo-
ration could lead to a derivation of the expected communication round size that
provides a given probability of synchronization; the knowledge of the exact for-
mulas enables the development of estimating functions that would allow rapid
calculations, even for high-scale networks.

Conversely, the findings could be adapted and tested in relaxed models, lever-
aging specific signal processing capabilities, such as channel sense or collision
detection. To determine the actual performance of the time-constrained syn-
chronization, studies addressing physical communication limitations (like signal
dimming, interference, and delay) shall be held, as these limitations may be
impactful in some use cases (such as satellite constellations, Section 2.3.4).

The reliability of time-constrained synchronization could be further im-
proved by deviating from pure channel random access techniques to study pro-
tocols. Agents could be adaptive with their p/t configuration, based on the
communication channel observation (when the channel remains primarily silent,
there is a capacity to raise the number of agent’s transmissions; when most of
the received signal is distorted, probably the congestion is high, and agent shall
transmit fewer messages per round). This approach could improve the prob-
ability of synchronization in the decentralized distributed network when the
synchronization is repetitive; this occurs in sensor networks (Subsection 2.3.5)
or drone swarms (Subsection 2.3.3). Another example could be a protocol in
which each agent includes in their message an acknowledgment (ACK) of the
last successfully received message and holds from any further transmission in
the round when the ACK of their previous message is received. This behavior
could further improve capacity and reduce energy consumption in single-hop ad
hoc networks.

Finally, since the findings and tools delivered have practical value, their in-
dustrial application may have a considerable potential. In the era of an emerging
IoT device ecosystem (Subsection 2.3.6) and on the threshold of the autonomous
drone revolution (Subsection 2.3.3), new compelling channel access challenges
may arise from the implementation of real time-critical synchronization systems.
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